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Abstract—This report provides an analysis of fundamental
vulnerabilities in iris scanning authentication tednology. Iris
scanning is a growingly popular form of biometric dentification,
and vulnerabilities that exists is it can be expleed if the
appropriate techniques are applied. The proposed athod of
spoofing is the Microlithographic Iris Spoofing Attack Approach,
or MISAA.

Index Terms— Biometrics,

spoofing, photoablation
BIOMETRIC identification is a growing field of personal
authentication. Instead of using things that yoovkror
that you posses (e.g. passwords, keycards) fotifidation,
biometrics uses physiological or behavioural chirstics.
There are many different types of biometric ideets that are
or have been used in the past. These range frognwelt
known traits such as fingerprints or voice pattersome more
obscure or newly developed ideas like a personstiake
pattern (the way a person types). lIris recognitoa strong
form of biometric identification. Iris scanning tewlogy
consists of comparing the texture of a subjeciss &n Iris is a
particularly strong identifier for several reasofgstly there is
a very large amount of data within a persons &g this data
differs substantially from user to user, in fatteven differs
significantly from left eye to right. Secondly, arpon’s iris is
very stable from birth until death, meaning that@ma person
is scanned their iris, barring any unforeseen egenta, will

iris  scanning, vulnerability,

I. INTRODUCTION

not chang& Iris scanning is becoming more commonplacs

even finding its way into the house office legisiatcounsél

The proposed method of attack on an iris scannerdfan this
report focuses on unsupervised iris scanning. friag at first
appear to be somewhat useless, with the lack ofrmmplace
iris scanners. However with the ironing out of sdougs, iris
scanners are likely to become much more commorairkd)
airports, and other businesses, and especially eirsopal
workstations’.

1. EXISTING IRISRECOGNITION TECHNOLOGY

A. Anatomical Background of Iris

An iris is a part of the human eye that regulatesamount of
light that enters the organ and makes contact tétretina. It
is formed out of fibrovascular tissue known as rsp and is
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connected on the anterior surface to two sets afcias: the
dilator muscles and the sphincter muscles. Phositsee cells
inside the eye sense the levels of light that ehtend the iris
then contracts or expands due to the pupillanexeflin very
dim light, the pupillary reflex causes the dilatmuscles to
open the pupil, which is the whole in the centrethdd iris,

allowing more light to enter. In bright light, theupillary

reflex causes the sphincter muscles to contrackingathe

pupil smaller and allowing less light to enter.

Other relevant features of the eye include the earrthe
aqueous humor, and the lens. The cornea is aldier if

tissue that covers the front of the eye, undernedibh is the
aqueous humor, a liquid pocket that covers the epiost
surface of the iris. On the anterior surface &f ittis are the
aforementioned sphincter and dilator muscles, labhinich is

the lens, which focuses light onto the retina, dhgan that is
sensitive to the light and allows one to*8e€The anatomy of
the human eye can be seen in figure 1.1.
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Figure 1.1: The Anatomy of the Human Eye

B. Irisldentification with Existing Technology

Under the existing technology, the first step ine th
identification of a human iris is the acquisitiofi @ high
resolution (640 by 480), 8-bit grayscale imagehef iris using
a CCD camefa The iris is illuminated using an infrared
imager in order to effectively highlight the tex¢urDepending
upon the application, image acquisition generalkes 1 to 2
seconds and can required to user to stand anywiare 3
inches to 3 feet from the acquisition caniera

Generally, only a portion of the iris image is adly used for
identification. Portions of the top and bottontled iris image
are ignored to account for eyelid occlusion ofitieimagé.



One the iris image has been acquired, the imagergods 2-

Dimensional Gabor Filtration, a data processingosétigm It has been shown experimentally that the odds addef
used to turn biometric information into templatedeo This positive or false negative are 1 in 1.2 milliorHb threshold
large set of binary data is termed “iris code”, amdypically is 0.342. So, if the result is less than 0.342 $lystem
512 kb in size. Iris code is generated by takirggimage data determines it to be a match. Otherwise, the iniagejected

at each coordinate of the grayscale image and dédngoit as a non-match The Hamming Distance is used in this way

with the following double dimensionless function because it is virtually impossible to record thensaresult
more than once when scanning even an identical iris

G V; 6, w) =exp{-U2[x2/A2+y2/B2]* exp (in(Xt+y))

in which x"= xcos@ + y sin 6, '

y'= ycosd-xsin b, C. Approachesto Spoofing

) ) ) At first glance, there appears to be two fairly gienways of

andA, B, co-vary inversely proportional t, all of which can  faking an iris for use in an iris scanner. Thep@st and most

filter, which can vary between 0 and 360 degrees. resolution image and to show this image to the &nag

This is a complex valued convolution, so it outpréal and  acquisition software. The second and significantyre robust
imaginary parts. The iris code is generated byuawmg the approach would be to use a high-resolution disfédipwing
real and imaginary part& at each coordinatéxy) of the  for movement of the eye) of the iris to be spoofed.
image. The iris code bit pairshg ,h,,) are generated
depending on the sign 8(G) andim(G)*: D. Exising Countermeasures to Obvious Spoofing
Approaches

(if G>=0,h=1;ifG <0,h= 0)
aforementioned spoofing methods is capable of iigoéven
the most basic iris scanner. To ensure that thagthieing
scanned is not simply an image, most scanners tharyight
level present and check to make sure that thedities or
contracts as would be expected. Some scannerdoalkdor
the presence of dither patterns, which are pattéefisby
printers while mixing pixels to try to approximatelours not
available in the palette. A fairly simple counteamare that
some scanners have against the use of a high tiesotligital
display is an analysis of the temporal frequenagcspm, in
other words looking for the presence refresh rafany
scanners also have some simple countermeasurevthad
prevent either of the two simple spoofing methadsnf being
used. They can check for movement of the entire(egeask
you to look left, right, up, down, etc.), or foretlpresence of
the red-eye effect. Some scanners even look forethections
from other components of the eye, namely the coemehthe
lens. As light waves change interfaces, the riftbportion of
the wave energy comes back a total of 4 times:cetvfiom
each surface of the cornea and twice from eaclacurdf the
lens. These reflections can be measured to viigfpresence

Figure 1.2: An Iris Image and Iris Code of these parts of the eye.

The iris image is generally divided into 8 radiahes with 8
angular columns in eath An example of an iris image, the 8
radial zones, and an iris code can be seen ingfigjLi.

After the code has been generated, comparison betie E. Vulnerabilities to Currently I mplemented
data and the control data (the already-verifiesldnde against  Countermeasures

which the image must be authenticated) is donegudie

Hamming Distance as follows. Unverified code X

compared to unverified code Y with an XOR of eattobthe

iris code. The results of this operation are suthangross the
entire length of the code and divided by this langfiving a
ratio that represents how “far away” a set of datérom a
control.

_All of the aforementioned existing countermeasuagsinst
'Jake irides only check if the iris is from any rese, not a
specific eye. This means that, once the systemabgsired
the iris code, all other tests it performs do nepehd on the
identity of the subject; they only depend on whethrenot the
subject is a human being with normal eye featureis
addition, the image that is acquired of the iris
HD = /N ZX; (XOR) Y, monochromatic, so all information about iris colaar lost

(i=1..i=N) through the image acquisition process. This imuatedy
reduces the degrees of freedom for the iris imapgeatly

inspection it is very clear that neither of the two

is



reducing the necessity for complexity in a spoofittgck.
There is only one unique characteristic about tfethat is
used for authentication or verification, the irexture. This
clearly violates one of the principals of designiegcure
systems, Principal 9: Defense in Depth. As sudhthat
would be necessary for the attacker to do is spbefiris
texture and convince the system that the iris cofrea any
real eye.

This is a fundamental weakness of the technology:iris
colour or any other identifiable biometric data ased in iris
scanning.

Ill. THE MICROLITHOGRAPHIC SPOOFINGAPPROACH
In light of the inherent vulnerabilities that aeeident in the

laser®. This is the exact technology that is used thape the
lens of the human eye during laser eye surgery.

This approach has a very high resolution (on thaeioof 1
um), which is necessary in order to dodge the afergioned
countermeasure of the 2-D spectral analysis seaycfor
dither pattern¥.

The process of texture recreation through excinmsserl
photablation follows the photoablation equation:

(desired depth at each point}- (material ablated per pulse)
= number of pulses at each point

It is a known parameter of any excimer laser whegttld of

existing countermeasures to spoofing approachesjs it Material will be ablated by one pulse at a knowreriice

proposed that an advanced approach to spoofingsssilge.
This approach proposed in this report, termed
Mircolithographic Iris Spoofing Attack Approach (BRA)",
begins with the acquisition of a high resolutionaga of a
person'’s iris to be spoofed. For the purposekisfreport, no
specific methodology for the acquisition of suchimsge is
suggested as this is not the focus of the attapkoagh. It is
assumed that, whether through subterfuge, spyingsome
other method, a high-resolution image of someomscould
be fairly easily obtained.

Upon the acquisition of an iris image, step twoMiSAA
would involve recreating the texture of the victamtis on
some type of flexible membrane. This would leanb istep
three, the mounting of the spoofed iris onto anustdple
aperture so that the pupillary reflex of the pupduld be
recreated. Finally, additional eye features, whiatuld be
cosmetic and non-functional, would be added tosistem to
circumvent other countermeasures to spoofing atagkiris
scanning technology.

A. Recreating Iris Texture

An attack approach such as this poses a signifieafinical
challenge to a would-be attacked: how one careageran iris
texture. There exist many methods of machininghaferials
in high resolution and recreating very fine texture For
example, gelatinous or plaster moulds,
lithography, and milling can all remove materiabrfr some
kind of sample or substrate with a high degree atfueacy.
However, in order to be able to provide extremelghh
precision, predictability of results, and very higéxture
resolution, excimer laser microlithography is arriguing
approach. Excimer laser microlithography, whickesusigh
density UV radiation with wavelengths of 351 nml&7 nm,
has comparable
lithography, except that it has the ability to remenuch more
material from the substrate in a given amountroéff.

Excimer pulse laser lithography works as a micrdmrang
method through the process of photoablation, tleeges of
subliming, or vaporizing, solid material with lirad thermal
effects through exposure to near ultraviolet radiafrom a

electron nbeamaterial

(special energy density) for any given material.

«Th&he grayscale image of the iris will have shadowng kghter

spots that indicate the presence of freckles, dimptidges,
etc. for an iris. In the proposed MISAA process tmage
could be translated into numbers at from 0 to 255
corresponding to the level of saturation at eactlagen
coordinate (which is already the case for an 8-bit
monochromatic image), and this number could themapped

to the laser instruction code: one extreme cormeging to a
very deep ablation, and the other extreme corratipgrto no
ablation at all. This would recreate the iris tegt

With this concept in place, the next challengeasfind a
material that has two main characteristics: itt than be
machined using laser photoablation, and it haspgmogriate
elastic modulus to be able to simulate pupillafiese

It is common knowledge among photoablation resesrthat
many organic polymers respond to photoablation. tekias
like PTFE, PMMA, and other plastics can often be
photoablated, but most of them are quite stiff wodld not be
able to undergo enough stretching to be able teeage the
pupillary reflex”.

However, a material was found that did have therembr
properties. The human iris has an elastic modofigs10 kPa
radially*?, and there exists an organic polymer known ag ligh
permelastic Polysulfide that has an elastic modwiud1.3
kPd!. These numbers are of a similar magnitude, aig th
can be photoablated using excimer laser UV
radiatiot®>. As such, polysulfide would be suitable material
for this attack approach.

The elastic modulus of this material does not h@venatch
exactly that of the human iris, but merely be corapte. If
the material is too stiff, it will not be able tagly undergo the
contraction and expansion necessary for recreabibrihe
pupillary reflex. The aforementioned elastic magubf the

resolution to that of electron beaRuman iris is given for the radial direction; thednlus on the

angular direction is much greater. Polysulfidears axially
homogeneous polymer, so the elastic modulus isamee in
all directions. As such, the radial modulus ofysalfide is, as
mentioned, 11.3 kP&



B. Recreating Pupillary Reflex

In order to recreate the pupillary reflex, the faaysulfide
iris would be mounted on a device with an electaly
controllable pupil dilation device. It is proposédat an
adjustable aperture be used for this. An apeitugewhole of
an adjustable radius, just like the device usecetlate the
amount of light entering a camera. The normal eao
human pupil dilation is 1.5mm to 8.0mm, and an sidjble
aperture device, the Melles Griot 04 IDM 001 Actghtris,
has a range of 1.0 to 85 mm.
specifications would work for this application, kbe point is
that there exist apertures within the appropriatee.

The proposed process would have the fake iristethto the
aperture with two rings of adhesive: one on théerdor
surface of the limbus (the outer edge of the ids)d one on
the anterior surface of the pupil. The limbus refgadhesive
would be used to hold the iris in place, and thpilpadhesive
ring would be used to dilate and contract the as the
aperture dilates and contracts. This conceptasvshin figure
1.3 below.

Elastomeric Polysulphide Fake Iris

Rotational Actuator

Adhesive

Figure 1.3: Mounting of the Fake Iris

The pupillary reflex of the pupil involves three salvable
actions: the dilation of the pupil in dim lighhet contraction
of it is bright light, and the random fluctuatiohibdue to the
biological control process that governs its moveimen

In order to spoof this process, a system wouldebes using a
photodiode or phototransistor to measure the inagnlight
level, a microcontroller with a programmed algaritto adjust
the iris accordingly and incorporate randomness, @arservo
to mechanically control the iris actuator that wita and
contracts the polysulfide annulus. The actual ritlgm has
not been determined; however, due to the fact ¢hadting

scanning technologies only check that the reflerdsurring
but do not quantify the algorithm by which it ikitag place.

C. Additional Necessary Featuresto Spoofing Approach

As mentioned before some scanners check for thesiqaly
movement of the eye and for the presence of ott@ponents
to the eye (such as: the cornea, lens, etc.). fidvever, poses
no great problem for the design. The movementsdciel

Any part with similaquite easily replicated by the presence of two tiatal

actuators that would be controlled by the microoulter.
Since the scanners that check for other componerite eye
only check for their presence and not actually tbeir
functionality, simple plastic replicas could be ated that
should have no trouble in fooling these scanners.

An illustration of the overall design concept i®gim in figure
1.4, and representation of the overall softwarecept is
shown in figure 1.5.

ADC

» 90° Servo

Microcontroller

H-Bridge/
Current
 Relay

—)

Figure 1.4: The MISAA Overall Design Concept
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Figure 1.5: The MISAA Software Concept

IV. CONCLUSION

Iris scanning is a very strong form of biometriendification

and authentication, but it is not infallible. Irscanning
technology acquires an image of the subject's &isd
guantifies it into iris code, but only uses onequie identifier

to accomplish this: the iris texture. With the posed MISAA
approach, the texture can be recreated, and the
countermeasures that are currently in place todyagainst
fake irides can be circumvented.
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