
Comments and Solution for Assignment 3 
 
 

1. (4) X.509 PKI  
The purpose of this assignment is to help you to understand the hierarchical 
system of public key management employed in modern commercial Web 
infrastructure.  
Pick five public key certificates of different certificate authorities (CA) that 
came preinstalled with the Web browser on the computer of one of your group 
members. For each certificate write an explanation to the following questions: 

1. What business does the certificate owner do?  
2. For which purposes can your browser trust this certificate?  
3. Which organization issued and signed this certificate?  
4. Does your group trust the signature? Explain why or why not?  
5. Are their other certificates in the same browser that are signed by the key 

from this certificate?  
6. What is needed for an organization to get a certificate issued by this CA? 

 

Sample solution: 

 



 



 

 
Contributed by Tik Ning Cheung, Jeannie Li, and Henry Ng. 
 



2. (8) PGP 

This problem has both individual and group elements to it. Your group should 
turn in one write up answering each of the parts labeled [group], but all key pairs, 
emails, etc. should be created and sent individually. 
 
1. Read Alma Whitten's paper, "Why Johnny Can't Encrypt."  
 
2. Locate and install a fresh version of PGP or GPG. There are versions for Unix 
flavors, Windows, and Macintosh. http://www.pgpi.org/ may be of use.  
 
3. Find the PGP public keys for as many of the EECE 412 teaching staff as you 
can. Part of your assignment is figuring out how to locate PGP keys. Searching 
the Internet for PGP key servers may be of help. But beware; there may be fake 
keys out there. . .  
 
Here's what you do to submit your solution to this problem:  
(2) (a) [group] Reflections on Trust. PGP's "web of trust" model allows users to 
"sign" each others' public keys. Suppose Alice signs Bob's key; what, in effect, is 
Alice declaring when she does this? Why is it useful for people to sign each 
other's keys? What precautions should one take before signing someone else's key, 
and why are these measures appropriate?  

Sample solution: 

 
 
Contributed by Armin Bahramshahry, Hesam Ghasemi, Anish Mitra, and Vinayak 
Morada. 



 
 (3) (c) [individual] Encrypting email. Send an encrypted, signed email to the TA with 
the subject "PGP is fun". In the body of the message,  
- Tell us what operating system and version of PGP you are using.  
- Show us the public keys you found for the EECE 412 TA; PGP fingerprints are 
sufficient.  
- In a few sentences, explain why you do or do not believe that these keys do indeed 
belong to the EECE 412 TA. If you do not trust a public key, explain what would 
convince you otherwise. Your mail should be protected with PGP such that the EECE 
412 TA, and only the EECE 412 TA, can obtain the plaintext contents. You must also 
sign the mail with your private key. We will only accept your first message, so make sure 
to get it right the first time. Are you able to finish the assignment in fewer than 90 
minutes as in Whitten's experiment? Remember to cite all your sources (books, manuals, 
friends, etc.). 
 
Sample solution: 
 
OS: Windows XP 
PGP: PGP desktop 9.5.3 
 
EECE 412 TA public key: (PGP fingerprints) 
1911 BB31 1970 69D1 2E4E  0591 3886 0E65 C956 A623 
 
I believe the keys do belong to Joy Zhang because the email domain - 
ece.ubc.ca - is not a public accessible domain. I believe our EECE 
department - ece.ubc.ca - has its policy on issueing email addresses to  
its staff and duplicating or faking such addresses is less likely 
possible. The key is also verified by PGP Global Directory Verification 
Key. 
 

Contributed by Byron Leung. 



 

4. (7) SSH  
This problem has both individual and group elements to it.  

1. All member need first to install SSH on their personal computers and learn 
how to log in to ssh.ece.ubc.ca. ECE's Hot to page on SSH might be of 
help at this step.  

2. Next, each group member should create a public-private key pair and 
configure their ssh environment on ssh.ece.ubc.ca to login at that machine 
using authentication based on public key cryptography. For this step, this 
tutorial on OpenSSH key management might be useful.  

3. Finally, the group should pick one group member and set his or her SSH 
environment on ssh.ece.ubc.ca so that ALL the members of the group can 
log from their personal computers into ssh.ece.ubc.ca under the account of 
the chosen group member using authentication based on public key 
cryptography. Upon succesful completion of this task, screenshots (one 
per group member)---similar to the one below---of succefull logins under 
the account of the chosen group member should be created and inserted in 
the assignment document.  

Sample solution: 
 

 



 
 



 



 
 
Contributed by Tik Ning Cheung, Jeannie Li, and Henry Ng. 
 



5. (10) Compare and contrast key management in X.509 PKI, PGP, PGP alternative, and 
SSH based on your experience with them. Limit your answer to one page. 

 
 
Contributed by Armin Bahramshahry, Hesam Ghasemi, Anish Mitra, and Vinayak 
Morada. 
 



Comments: 
1. Some group members use the same answer for individual questions. 
2. Some group didn’t include group member’s names, please avoid that. 

 
 


