
Sample Solution and Comments for Quiz #3 
 

1. (8 points) Translate the following RBAC system configuration into a DAC system. 
The RBAC system consists of the following role hierarchy, permission assignment 
table, and user assignment table: 

Role hierarchy:  

 
Permission assignment 

Permissions (Object, operation)  
(O1,M1) (O1,M2) (O2,M1) (02,M2) (O3,M1) 

A √     

B  √  
 

√ 

C   √   

D    
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User assignment 
Users  

U1 U2 U3 U4 U5 

A √     

B  √  
 

 

C   √   

D    
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E    
 

√ 

 
 
 
 
To answer this question, fill out the following access matrix (follow the example for U1): 

Objects  
O1 O2 O3 

U1 M1 
  

U2 M1,M2 
 

M1 

U3 M1    M1  

U4 M1,M2 
 

M1,M2 M1 S
u
b
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s
 

U5 M1 
 

M1 M1 
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2. (5 points) Suppose a remote host begins the TCP three-way hand-shake with the local 
host but never send final ACK packet. This is called a half-open connection. The 
local host waits for some short time and then purges the information from its network 
tables. If a remote host makes so many half-open connections that the local host 
cannot accept connections from other hosts, the remote host has launched a syn flood 
attack.  
 
Write logging (i.e., what should be written into the log) and auditing requirements 
(i.e., on which condition should an analyzer trigger alarm) to detect such an attack. 
Explain your answer. 

 
 
Contributed by Neale Genereux 



Page 4 of 4 

3. (6 points) The following is a fragment of Slammer worm description from F-Secure 
Corporation. Use the space after the description to explain how the worm does the 
following standard functions: Reconnaissance, Attack, Communication, Command, 
Intelligence. If necessary, make reasonable assumptions and state them clearly.  
Sample answer: 

 
Contributed by Shane Wang 
 
 
 
Comments: 

1. Most people did well on question 1. 
2. Some people were logging too much information for question 2. The 

standard answer is, logger should write hand-shake time out events when 
remote machine initiates the handshake; analyzer should trigger an alarm 
when the frequency of time-outs exceeds a specified threshold. 

3. Nobody has answered question 3 100% correct. The answer is, paragraph 3 
is Attack, paragraph 5 is Reconnaissance, and paragraph 6 is Attack. There 
is no Communication, Command, or Intelligence. 

 


