
Sample Solution and Comments on Quiz #4 
 
 
1. (8 points) Which of the following are effective (but not necessarily most feasible) 

ways of reducing the number of security vulnerabilities in software systems? 
 
(Correct items are in bold) 

1. Build security into development process 
2. Tighten the perimeter controls, e.g., firewalls 
3. Improve software development processes in order to 

reduce the number of all (i.e., not only security 
ones) defects by order of magnitude 

4. Practice principles of designing secure systems 
5. Purchase insurance against security vulnerabilities 
6. Make sure outsiders do not know the details of the 

software design and implementation 
7. Outsource software development to a an offshore 

software vendor 
8. Employ static analysis and other tools that can flag 

potential vulnerabilities so that the developers can 
review and correct the suspects 
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2. (15 points) Explain how buffer overflow attacks work and what can be done to 
avoid, prevent, and detect them. 
 
 

 
 
Contributed by Henry Ng. 
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3. (6 points) For the following examples, identify which principle of designing 
secure systems is followed or not. Explain your answer: 

 
1. On Berkley-based versions of the UNIX operating 

systems, user are not allowed to change from their 
accounts to the root account, which has 
administrative privileges, unless two conditions are 
met: 

 The user should know the root password. 
 The user account is in the wheel group. 

Meeting either condition is not sufficient for 
acquire root access. Meeting both conditions is 
required. 

 
Contributed by Alice Ho Yu Au-Yeung. 
 

 
 

2. Administrative accounts in the UNIX and Windows 
operating system allow users to perform any 
modifications to the OS and its resources. Thus even 
those applications that perform only system backup 
can still delete or modify any files if they are run 
under admin accounts. 
 

 
Contributed by Alice Ho Yu Au-Yeung. 
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4. (10 points) List the main failure causes for enterprise security initiatives in today 
organizations.  
 
Sample answer: 

1. Lack of demonstrated ROI  
2. Poor definition of success  
3. No real business alignment  
4. No long-term strategy to decrease the level of 

overall security risk and exposure  
5. No framework within which to design and deploy 

solutions for new problems  
6. Technically led, IT-based security projects  
7. Low prioritization of security as compared to 

business initiatives  
8. Lack of appreciation for the importance of security 

in today’s enterprise  
9. Immaturity of technology solutions 
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Comments: 
 

1. Most people did question 1 and question 2 well. 
2. Lots of people misunderstood question 4 and answered something 

else. 


