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Internet Security Issues 
(Twitter version)! 

Sec study books http://m6dl3.tk 
http://n1o0h.tk  

terms http://svgav.tk  
URLs http://relnn.tk  

commented http://8znon.tk  
blog http://xf5d2.tk 



Internet Security Issues 

!  Hacking 
!  Malware 
!  Disclosure 
!  Misinformation 
!  Infrastructure 
!  Spyware 
!  Unsafe sites 
!  Phishing 
!  Botnets 
!  E-Commerce 
!  Spam 
!  Baloney 

!  Identity theft 
!  Cyberstalking 
!  Weirdos 
!  Hijacking 
!  Child Porn 
!  Chain letters 
!  Misdirection 
!  Fast-flux 
!  etc 
!  etc 
!  Here Be Dragons 
!  ... 



Internet Security Issues 
Confidentiality 

!  Too much information on social nets? 
-  About you? 
-  About office/company? 
-  About others? 



Internet Security Issues 
Confidentiality 

!  About you? 
-  Name 
-  Address 
-  Phone 

!  cell, pager, email 
-  Company 
-  Pictures 
-  Family 
-  Friends 
-  Musical preferences 
-  Religious views 
-  Sexual orientation 



Internet Security Issues 
Confidentiality 

!  Social media site protection 
!  Does “private” mean private? 
-  Or private to you and all your friends? 

!  Does “deleted” mean gone? 
-  Or just hidden 
-  Or now belongs to the site? 

!  Did you read the agreement? 
-  Or just sign it, unread? 



Internet Security Issues 
Confidentiality 

! “You keep on using that 
word “private.”  I do not 
think it means what you 
think it means.” 
•  The (Private) Princess Bride 



Internet Security Issues 
Confidentiality 

!  Company/office? 
!  Social engineering material 



Internet Security Issues 
Confidentiality 

!  Gossip about friends? 
!  Tag them on pictures? 



Internet Security Issues 
Confidentiality 

!  Agregate over time? 
!  Aggregate over many posters? 
!  Aggregate over systems? 



Internet Security Issues 
Integrity 

!  Research? 
-  Twitter 

!  Kelowna fires 
!  Conficker 









Duplications 





















Internet Security Issues 
Integrity 

!  Disinformation? 
-  4chan hacked Christian site ! Facebook 



Internet Security Issues 
Integrity 

!  Pointless babble 
!  http://www.youtube.com/watch?v=PN2HAroA12w 
!  http://current.com/items/89891774_twouble-with-twitters.htm 



Internet Security Issues 
Integrity 

!  Wikipedia 
-  Anyone can add or edit 
-  Wealth of information 
-  And misinformation 

!  http://www.collegehumor.com/video:1830262 

!  http://en.wikipedia.org/wiki/Robert_Slade 



 Internet Security Issues 
      Integrity 

I'm not feeling well 



 Internet Security Issues 
  Integrity 



Internet Security Issues 
Integrity 

! The irony of the Information 
Age is that it has given new 
respectability to uninformed 
opinion. 
-  John Lawton 



Internet Security Issues 
Availability 

!  Alert systems for emergencies 
-  Telephone 

!  Switches swamped by call volumes 
-  Cell/mobile phones 

!  Swamping even worse 
-  Text/SMS 

!  Quite resilient 



Internet Security Issues 
Availability 

!  Alert systems for emergencies 
-  Twitter 

!  Uses text/SMS 
!  Points of failure 

-  Cell system 
-  Internet 
-  Power (for computers) " 
-  Twitter itself 

!  But generally accessible 



Internet Security Issues 
Availability 

!  Alert systems for emergencies 
-  Facebook, LinkedIn 

!  Limited to those with accounts 
!  Must be checked 
!  Creating divisions in the Internet 



Internet Security Issues 
Availability 

!  Shortening/redirection risk 
!  http://blogs.securiteam.com/index.php/archives/1272 
- Malware 
- Spam 
- Privacy 
- Redirector swamping 



Internet Security Issues 

!  Social networking is social 
!  Be civil 
-  Understand other uses/systems 
-  Lots of people 

!  Some nice 
!  Some not 

-  Read carefully 
!  React slowly 
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