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REAL WORLD SECURITY
Security in an Open Source Project
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MOZILLA SECURITY

• Security Engineering Team

• Security Assurance Team

• Security Champions
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SECURITY ENGINEERING

• “Builders”

• Team focused on security & privacy features

•Design & Implement new features and fix broken 
stuff
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SECURITY ASSURANCE

• Security Assurance

• Two Teams

•Application Security - “Breakers”

•Operations Security - “Defenders”
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OPERATIONS SECURITY

• Traditional Network & Host Security

•Network Security Monitoring

•Hardening, Infrastructure Testing

• Server & Network Security

•Operating System Security 
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APPLICATION SECURITY

•Web & Platform Security

• Security for all Mozilla hosted services and sites

• Security for all products Mozilla ships

•Code review, pen testing, vendor security

• Security architecture & risk assessment
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SECURITY CHAMPIONS

• Everyone Else!

•Contributors interested in security

• Security Mentors

• SMEs in areas that help out

• Security Champions

•Project team members who “own” security
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BUG BOUNTY PROGRAM
Break Stuff, Make Money!
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BUG BOUNTIES

•Break Stuff

• Find legitimate security issues in products, 
services & sites

•Get Money

•Get money ($500-$3000 depending on risk)
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BUG BOUNTIES

•How much?

• > $600,000 since program started

•Who?

•Many people, but a core set of consistent 
contributors

• Youngest? 12
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REAL WORLD BUGS
Real World Bugs
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BUG #1 - XSS

• [One of the] Worst Offenders!

• ~600 bugs on file

•Allows execution of script supplied by an attacker
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EXAMPLE

• litmus.mozilla.org

• Test case management service

•Conveniently provides a learning tool for XSS :/

• Stored XSS
"><""<img src="<img src=search"/
onerror=alert(document.cookie)//">@inva
lidemail.info
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BUG #2 - CSRF

• State Management Bug

• ~200 on file

•Allows an attacker to leverage the browser to 
access an authenticated session
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BUG #3 - SQLI

•Allows an attacker to run arbitrary queries

•Any SQLi allows complete compromise of the 
database

• Example: 
https://bugzilla.mozilla.org/show_bug.cgi?
id=701920
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NO DEMO!
• I don’t have a real world, working exploitable site 
that I have permission to use :(

• Simple to fix, easy to exploit
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BUG #4 - LOCATION SECURITY

• Firefox 16

• Simple regression

•Violation of same origin policy

•window.location could be accessed if a page 
loaded a resource dynamically
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3 WAYS TO HELP OUT!

•Contributor

•Mentorships

• Internships
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CONTRIBUTOR
•Help find security bugs!

•Open one of our sites

• Start testing

• File bugs

•Help Fix Bugs

• Find an open bug in Bugzilla

•Ask for help on how to fix it!
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MENTORSHIP
• https://wiki.mozilla.org/Security/Mentorship

• Formal Volunteer Contribution Program

• 200+ hour project

• Assigned a Mentor

• Structured opportunity to learn and contribute

• Benefits
• Still qualify for bounties

• Get credit for solving a problem

• Gain practical experience
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INTERNSHIPS
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QUESTIONS?
Yvan Boily

yboily@mozilla.com
@ygjb

Want to learn more?
OWASP, InfoSecBC, BSidesVancouver
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