Introduction to

Usable Security

Content from:

- Teaching Usable Privacy and Security: A guide for instructors (http://cups.cs.cmu.edu/course-guide/)
- some slides/content from Dr. Lorrie Cranor, CMU

- some slides/content from Dr. Kasia Muldner, ASU

- some slides/content from Dr. Kirstie Hawkey, UBC

- some slides/content from SOUPS 2009 tutorial on Designing and Evaluating Usable Security and
Privacy Technology

- some slides from presentations of LERSSE (lersse.ece.ubc.ca) members
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Users are the weakest link (?)...

A CRYPTO NERD'S

1 IMAGINATION) -

HIS LAPTOPS ENCRYPTED.
LETS RUILD A MILLION-DOULAR
CLOUSTER TO CRACK \T-

\ NO GooD! TS

U096 -BIT RGA\
BLAST! OUR /
EVIL PLAN
1S FOILED! ™

1

WHAT WOULD

ACTUALLY HAPPEN:

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE T\zus U5 THE. PASSWORD.

GOT' IT,

“K
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Sometimes...

DOGBERTS PASSWORD

RECOVERY SERVICE
FOR MORONS

I DONT REMEMBER
MY PASSWORD.

/A
_Al

1 |

www.dilbert.com scottadams®aol.com

© Scott Adams, Inc./Dist. by UFS, Inc.

THAT'S JUST
SPOOKY.
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DOGBERT'S PASSWORD
RECOVERY SERVICE
FOR MORONS

I DONE FORGOT
MY PASSUWORD.

) WHATS
( YOUR '
NAME? /

£
]

www.dilbert.com scottadams®acl.com

MY NAME IS

NED, T THINK.

IS YOUR
PASSWORD

"NED™?

N

© Scott Adams, Inc./Dist. by UFS, Inc.
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SWEET BABY
JEEPERS, YOURE
LIKE SOME SORT OF
NOSTRILDOGMAS!

)

HERES A
BROCHURE

FOR MY
CULT. \ g f '

|




C-malt: SCOTTADAMSS AOL COM

CREATE A PASSWORD
THAT S AT LEAST SIX
CHARACTERS LONG
WITH A MIX OF

LETTERS AND NUMBERS.

HOW ABOUT

<UH.N0.

IT HAS TO INCLUDE
LETTERS AND BE AT
LEAST SIX CHARAC-
TERS LONG.

© UFS, Inc.

LETTERS AND
NUMBERS AND AT
LEAST SIK CHARAC-

Ters LoNG!!!

\
Fronacus AR
-
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"
But are we asking too much?

I AM MORDAC, THE
PREVENTER OF INFOR-
MATION SERVICES. I
BRING NEW GUIDELINES
FOR PASSWORDS.

)

I AM MORDAC, THE
PREVENTER OF INFORM—
ATION TECHNOLOGY,
AND I HAVE ASSIGNED
YOU A NEW PASSWORD.

y

WHAT

www.dilbert.com scottadame®@aclcom SAdgems E-mall; SCOTTADAMSSAOL.COM

“ALL PASSWORDS MUST
BE AT LEAST SIX
CHARACTERS LONG...
INCLUDE NUMBERS AND
LETTERS .., INCLUDE A
MIX OF UPPER AND
LOWER CASE..."

ITS THE FULL TEXT
OF "THE DA VINCI
CODE,” EXCLUDING
THE PARTS I DONT
BELIEVE.

© Scott Adams, Inc./Dist. by UFS, Inc.
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“USE DIFFERENT PASS-
WORDS FOR EACH SYSTEM.
CHANGE ONCE A MONTH,

DO NOT
E
ey WRLTE ANY-
PIG ! THING DOWN

I™M NOT
TOUCHING
YOU.

NOUN
PHRASES.




" A
Even biometrics can be
painful...

I AM MORDAC, THE
PREVENTER OF INFOR -
MATION SERVICES,
AND I BRING YOU MY
NEWEST BIOMETRIC

SCANNER.

ik

© Scott Adams, Inc./Dist. by UFS, Inc.

INSTEAD OF A PASS—
WORD, I PUT THIS ON
YOUR HEAD AND SQUEEZE
UNTIL YOU SCREAM IN A
WAY THAT ONLY YOU

CAN SCREAM.

/
V

www.dilbert.com scottadams®aol.com
11707 ©2007 Scott Adama, Inc./Dist. by UFS, Inc.




" S
Security as a barrier...

MORDAC, THE PREVENTER
OF INFORMATION
SERVICES.

IN A PERFECT WORLD,
NO ONE WOULD BE
ABLE TO USE ANYTHING.

SECURITY IS MORE
IMPORTANT THAN

USABILITY.

-
%47 ©2007 Scott Adamsa, Inc./Dist. by UFS, Inc.

To complete the
log-in procedure,
stare directly
at the sun.

© Scott Adams, Inc./Dist. by UFS, Inc.



i ¥ '
LTy

Humans like to get past

barriers..

y 4
g/




" S
Learning Objectives

m Develop awareness of usable security

m Understand the challenges of designing
for security AND usability

m Obtain a little practical experience of
looking at systems from a usability
perspective

10



WHAT’S USABLE SECURITY?



» I
Humans

“Humans are incapable of securely storing high-
quality cryptographic keys, and they have
unacceptable speed and accuracy when
performing cryptographic operations. (They are
also large, expensive to maintain, difficult to
manage, and they pollute the environment. It is
astonishing that these devices continue to be
manufactured and deployed. But they are
sufficiently pervasive that we must design our
protocols around their limitations.)”

-- C. Kaufman, R. Perlman, and M. Speciner.
Network Security: PRIVATE Communication in a PUBLIC World.

2nd12edition. Prentice Hall, page 237, 2002.



usability

security

Can we make systems secure AND
usable?



usable security

usable security

is about making
systems secure HCI
and usable




example: access control in

Windows

Four-part Harmony. doc Properties
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" I
Designing and Developing Usable

and Secure Systems

User-centred iterative approach

m Requirements gathering

m |[terative design and development process
m Prototype evaluation

m Design walkthroughs

m Heuristic evaluation

m Usability tests
= Lab or field studies



" S
Defining usability

TASTY
A
Usability &
. GRAFES
of fruit g
PINEAFFLES
DIFFICULT <— LS
® J
PONEGRANATES BANANAS
O
ORANGES
GRACEFRUIT d
LBMOVS v
UNTASTY




B
Understand the user

OUR DIAMOND -
ENCRUSTED TIME
MACHINE WILLTAKE
YOU ONE HOUR INTO THE
FUTURE IN ONLY SIXTY
MINUTES!

HE'S THE ONLY ONE
RICH ENOUGH AND
STUPID ENOUGH TO
BUY OUR HIGH-END
PRODUCT.

WEVE NARROWED
OUR TARGET MARKET
TO THIS GUY.

/405 €2005Scott Adams, Inc./Dist. by UFS, Inc.

www.dilbert.com scottadama®aol.com

© Scott Adams, Inc./Dist. by UFS, Inc.

$20,000 http://www.mobilewhack.com



Understand the usage context

ACTIVITY AWARENESS

Coordination Communication
Cooperation
Collaboration

Coordination

Information
Sharing

Light-weight
interaction

Neale, Carroll,, Rosson. Evaluating computer-supported cooperative work:
models and frameworks. In CSCW '04. 19



Effectiveness

Effiency — Expectations

Satisfaction

Usability Desirability

USER EXPERIENCE

20



"
Understand their expectations

m Society's Fitzpatrick’s Hierarchy
expectations of Tech Needs.
are reset
every time a Degree of bacaue oy souk sy

something about me.

radlca”y new abundance | want it to be refined,

. ) no rough edges,
technology is S highly usable.
. L want it to play nice
|ntr0d UCed . !.vith my othe:lr{hings.

| don't want to reboot
it every hour.

APM’:B:L;TW

m EXxpectations

then move up /—'EELMB.UW..
the pyramid

/'uavf vs. HAVE -NoT "
as that

technology
matures

| just need a
computer/phone/device
to get my s--- done.

21



Plan the human-
centred process

—

Evaluate design
against requirements

Understand and specify
the context of use

Specify the user and
organizational
requirements

Produce design
solutions

System meets
requirements?

22



" J
Can you accelerate the process?

m Ground your design in theory/related work

m Perform heuristic evaluation before
iInvolving users

= Pros:

Quick & Dirty (do not need to design experiment,
get users, etc)

Good for finding obvious usability flaws

= Cons:
Experts are not the “typical” user!

23



" S
General Usability Heuristics

m Heuristics as guidelines
s Simple and natural dialogue
s Speak the users' language
s Minimize user memory load
= Be consistent
s Provide feedback
s Provide clearly marked exits
s Provide shortcuts
= Deal with errors in positive and helpful manner
s Provide help and documentation



" JEE
Principles for Secure Systems (Yee 2002)

m Path of Least Resistance

s Match the most comfortable way to do tasks with the least granting of
authority.

m Active Authorization

s Grant authority to others in accordance with user actions indicating
consent.

m Revocability

m Offer the user ways to reduce others' authority to access the user's
resources.

m Visibility
s Maintain accurate awareness of others' authority as relevant to user
decisions.

m Self-Awareness

s Maintain accurate awareness of the user's own authority to access
resources.



Principles for Secure Systems (Yee 2002)
m Trusted Path

s Protect the user's channels to agents that manipulate authority on the
user's behalf.

m Expressiveness

s Enable the user to express safe security policies in terms that fit the
user's task.

m Relevant Boundaries

s Draw distinctions among objects and actions along boundaries relevant
to the task.

m |dentifiability

m Present objects and actions using distinguishable, truthful appearances.

m Foresight

s Indicate clearly the consequences of decisions that the user is expected
to make.



" S
Guidelines for Security Interfaces (2007)

m Users should:

s Be reliably made aware of the security tasks they
must perform

m Be able to figure out how to successfully perform
those tasks

s Not make dangerous errors

m Be sufficiently comfortable with the interface to
continue using it

s Be able to tell when their task has been completed
s Have sufficient feedback to accurately determine the
current state of the system

First 4 from Why Johnny Can'’t Encrypt — Extended (2007) by Chiasson, Biddle, & Somayaji



WHY IS USABILITY SO
IMPORTANT TO CONSIDER?



» I
Humans are weakest link

m Most security breaches attributed to
“human error”
m Social engineering attacks proliferate

m Frequent security policy compliance
failures

m Automated systems are generally more
predictable and accurate than humans

29



Example

PRINCIPLE OF LEAST
PRIVILEGE IN WINDOWS



" S
User Account Usage

All 45 participants used Administrator
user account on their laptops.

31



User Account Control (UAC)

m Implemented in Windows Vista
m UAC intended to make the use

of low privilege accounts (LUAS]
more convenient

m [Two user account types
= Run with standard privileges
s Elevate privilege by UAC promg

<

S

File Edit View Tools Help

Name the account and choose an account type

This name will appear on the Welcome screen and on the Start menu.
My New User

@ Standard user

Standard account users can use most software and change system
settings that do not affect other users or the security of the

|‘ ) Administrator
ministrators have complete access to the computer and can make

any desired changes. To help make the computer more secure,
administrators are asked to provide their password or confirmation
before making changes that affect other users.

We recommend that you protect every account with a strong
password.

Why is a standard account recommended?

Create Account ] [ Cancel

O ® « Coene. oo o |

m

-

32



Windows administrative
"application ]

Do you want to allow the following program to make

changes to this computer?

|-;'|] Program name:  UserAccountControlSettings
Y Verified publisher: Microsoft Windows

'I:‘?I' Show details Ves ] [ No ]

Change when these notifications appear

Signed application Unsigned application

P B ‘
# User Account Control S User Account Control Send Feedback
['o you want to allow the following program to make 0 Do you want to allow the following program from an
cnhanges to this computer? unknown publisher to make changes to this computer?
ﬂﬁ! Program name:  VNC Enterprise Edition for Windows Program name:  7z457.exe
Verified publisher: RealVNC Limited Publisher: Unknown
File origin: Hard drive on this computer File origin: Downloaded from the Internet

i Program location: "L:\Softwares\7z457 .exe"

(V) Show details Yes || No | "
| (A) Hide details Yes [ MNo |
Change when these notifications appear 1
L ) Help me decide Change when these notifications appear

33



UAC prompt for admin account UAC prompt for non-admin

account

# User Account Control XS %! User Account Control ()

Do you want to allow the following program to make ) Do you want to allow the following program to make

changes to this computer?

changes to this computer?

ﬁ Program name:  Tcapture
.ﬁ Program name:  VNC Enterprise Edition for Windows Verified publisher: IBE Software
Verified publisher: RealVNC Limited File origin: Hard drive on this computer
File origin: Hard drive on this computer

To continue, type an administrator password, and then click Yes,

(v) Show details Ys || No | ==\ <
\

L Password

Change when these notifications appear [ — ]

V) Show details { Yes {}J[ No ]

34



35

When participants were downloading,
installing and running an application, 49%
did not respond to UAC prompts
correctly.

Because

They incorrectly thought the fake prompt
was related to their current task.



36

When participants initiated an action that
raised UAC prompts, most (95%)
consented to these prompts.



»
Conclusions

m The User Account Control (UAC) was not
applied by at least 69% of participants correctly

= Those who understood UAC approach could use it correctly

m Low Privilege Accounts (LUA) were not used by

any participants on their laptops

= Lack of awareness about the benefit of LUAs and high risks of
administrator accounts

= Unsuccessful experience with LUAs

= Relying on expertise and security software for keeping the
system secure

37



"
The human threat

m Malicious humans who will attack system

m Humans who don’t know when or how to
perform security-critical tasks

m Humans who are unmotivated to perform

security-critical tasks properly or comply
with policies

m Humans who are incapable of making
sound security decisions

38






"
Key Usable Security Problem

m Security is a secondary task

s Nobody buys a computer so they can spend
time securing it.

m [ime we spend configuring security and
privacy tools is time we are not spending
doing what we really want to be doing with our
computers



Other Key Usability Problems

m Security systems and solutions are often
complex

m If the user cannot understand it, costly errors
will occur
m Diverse users with diverse skills and
diverse knowledge need to incorporate
security in their dally lives



" S
Grand Challenge

“Give end-users
security controls they can understand
and privacy they can control for
the dynamic, pervasive computing

environments of the future.”
- Computing Research Association 2003



" S
Approaches to usable security

m Make it “just work”
m Invisible security

m Make security/privacy understandable
s Make it visible
s Make it intuitive
m Use metaphors that users can relate to
m Help users make decisions
m Persuade the user to adopt security

m [rain the user



" S
Invisible Security

m \When might this approach work?

44



example

Windows Vista Firewall



Select a location for the ‘ubcsecure’ network

Windows will automatica

Home

a | Choose this
OuU Can see

4 Choose this
" and you can

Public loc
Choose this

directly con

limited.

Customize the name, loc
Help me choose

46

Customize network settings

Network name: ubcsecure

@ Public
of other computers and devices will be limited, and
the use of the network by some programs may be restricted.

() Private

ws you to see computers and devices, while making
your computer discoverable.

Help me choose

Network Icon: &h
"Q -

f;(‘] Merge or delete network locations

[ Next ][ Cancel




47

Personal Firewall
IN
Windows Vista



Context Dependent
Functionality

Settings automatically applied depending on
network context detected

Public (public networks)

Private (home / work networks)

Domain (controlled by Windows domain

admin)

48



JE—
Network Context in Vista

Firewall

Wireless Network
Connection

((ﬁ))
Local Area

Connection )

e

|,‘l '
- D

Bluetooth Network
Connection

49

On
On
Off

Off
Off
Off



2 User Interfaces:
Basic and Advanced



Vindows Fi | =
File Action View Help

¢ B EE

[ AU ROV U Windows Firewall with Advanced Security on Local Computer Actions

3 Inbound Rules Windows Firewall with Advanced Sec... «
Outbound Rules ‘ Windows Firewall with Advanced Security provides enhanced network security for Windows computers. &
e

®x Connection Security Rules Import Policy...
4 %, Monitoring . | &a| ExportPolicy...
& Firewall Overview [ Restore Defaults
!‘ 1 0 i
i Conn.ectlon Sefurlty Rule: ( Domain Profile — ,
4 g Security Associations
. Main Mode v S Firewalls on. (@ Refresh
.1 Quick Mode Q Inbound connections that do not match a rule are blocked. B Properties
@ Outbound connections that do not match a nule are allowed. -
' elp

Private Profile

m

7\

indows Firewall is off.

( Public Profile is Active
;_\
&% Windows Firewall is on.
@ Inbound connections that do not match a rule are blocked.

'@' Outbound connections that do not match a rule are allowed.

ﬂ_ﬂ \Windows Firewall Properties i

Getting Started -

* not intended for average users
 complex

| EJ Connection Security Rules -

Resources -
Getting started

51 Diagnostics and troubleshooting
Documentation overview

m




'y Turn Windows Firewall on or Windows Firewall
off

“ Al h h Windows Firewall can help prevent hackers or malicious software from gaining access to your
o G ) computer through the Internet or network.
Windows Firewall

How does a firewall help protect my computer?

@ Windows Firewall is helping to protect your computer

Windows Firewall is on. @ Change settings

Inbound connections that do not have an exception are blocked.

Display a notification when a program is blocked: Yes

Network location: Public network

What are network locations?

Does not provide necessary contextual
information for the functionality it does support

See also

2 %n/nty Center

Network Center

52
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@ Windows Firewall

Changes applied only to profile associe with
current network location and that is not obvious

% Windows Firewall Settings

How does a firewall help protect

What are network locations?

/1. Windows Firewall is not using
settings to protect your comy
recommended settings?

See also

Se;uirity Center

Network Center

General | Exceptions | Advanced |

Windows Firewall is helping to protect your computer

Windows Firewall can help prevent hackers or malicious software from gaining
access to your computer through the Internet or a network.

l@ @ On (recommended)

This setting blocks all outside sources from connecting to this
computer, except for those unblocked on the Exceptions tab.

[ Block all incoming connections
Select this option when you connect to less secure networks. All

exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.

|\@ () Off (not recommended)

Avoid using this setting. Turning off Windows Firewall will make this
computer more vulnerable to hackers or malicious software.

Tell me more about these settings




@ Windows Firewall

'y Turn Windows Firewall on or Windows Firewall
off

Windows Firewall can help prevent hackers or malicious software from gaining ac 0 your

(7 Allow a program through computer through the Internet or network.

Windows Firewall

How does a firewall help protect my computer?

@‘ Windows Firewall is not using the recommended settings

Windows Firewall is on,

Inbound connections that do not have an exceptj

Display a notification when a program is blocked:

Network location: Public network

What are network loca

the recommended @ Update settings now
uter. What are the

« Automatic switching of firewall profiles

Network Center

54



" I
What is the Cost?

- Users can be left in a dangerous situation
- Only protected in the current network context

- But, believing to be protected for future network
contexts

95



Proposed Alternative Interface:
Reveals the Hidden Context



a-) Windows Firewall

Windows Firewall

r;; Turn Windows Firewall on or Windows Firewall can help prevent hackers or malicious software from gaining access to your computer through the
off Intemet or a network.

G; Allow a program through How does a firewall help protect my computer?
Windows Firewall [

(Q) Windows Firewall

network locations
g

@ Change settings for ;

| —
§ Public Networl

Windows Firewall is on for B

Inbound connections that dq

rc; Change Settings for

Wireless Network Connection
Windows Firewall is on for | Loca! Area Connection |
connections. Bluetooth Network Connection
Inbound connections that d . =i .
a Bluetooth Connection '.-- : :?: g; I@ :5: g; |.-- : :?: On
¢ Change Settings for L 9 ©

:. Domain Netw @ Tum Windows Firewall On for All Network Locations and Connections (recommended)

This setting blocks outside sources from connecting to this computer, except for

those unblocked on the Exceptions tab above.
Windows Firewall is on for

Inbound connections that d l@ Tum Windows Firewall Off for All Network Locations and Connections (not recommended)

Avoid using this setting. Tuming off Windows Firewall will make this computer more
See also vulnerable to hackers or malicious software.

F .
Security Center L Change Settings for

Network Center

What are network locations Tell me more about these settings 0K ] [ Cancel




User Study



"
Goal

To investigate the impact of addition of contextual
information to Vista Firewall basic interface on:

s Users’ mental model of Vista Firewall functionality
s Users’ understanding of Vista Firewall configuration

59



Study Design

m Within-subjects lab study
m Screen and voice recorded

m Recruitment:
= Online classifieds: Craigslist, Kijiji
= University email lists
= Flyers: posted and handed out
University
Vancouver public places

m Participants:
= 13 pilot testers

v 60 actual study
v 30 first Vista firewall basic interface, then our interface
v 30 first our interface, then Vista firewall basic interface

= 10 training at the beginning

60



» I
Gender Balance

61



"

Completed
Education

D

Master
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"
Occupation

Civil Eng. Mechanical

Eng. Business

Military

_ Clerical
ProfessmnaI\ /s Chemistry
S Environme
ntal Sc.

Industrial
Eng.

Business
Academia Mining Eng. Psychology

Program

63
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All Daily Computer Users

Windows
: 2000
Linux -~

Mac OS

Vista

Windows
XP

64



" S
Context of Use

Laptop One
Deskto users networ

p users K

xt

Laptop e
and
Desktop networ

users
context

65



" S
Study Protocol

C SO C
for exan
network

FSKS O 'h(

NelWOrK TOITel
lic network like a coffee sh
home First, let’s set the loc
Coulo ,= hat’P

As you know we can use different network connections to

1°* !rtﬂrfae:u

Public Network Location

Private Network Location

Domain Network Location

Wireless Network Connection

Local Area Connection

Bluetooth Network Connection

66
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Results



» BN
Mental Models

m Incorrect

m Incomplete

m Partially complete
m Complete

68



» B
Mental Models

> Incorrect: incorrect basic understanding of firewall
operation

69



» B
Mental Models

m |Incorrect

> Incomplete: correct basic understanding of firewall
operation, without context of network location and connection

70



» B
Mental Models

m |Incorrect

Incomplete

» Partially complete: correct basic understanding of

firewall ooeratlon with either context of network location or




» B
Mental Models

m |Incorrect

- Incomplete

- Partially complete

> Complete: correct basic understanding of firewall

Rl
Op¢ Privite
‘ Y Locatiow :Do-‘d“

o

79
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"
First Vista Firewall Basic, then

Alternative

Complete

Partially
complete

Incomplete

3
Incorrect >

73

25

Initial

After VF

After Alt



" A
First Alternative, then Vista Firewall

Basic
o
\

Complete

Partially
complete

Incomplete

7 7

Initial After Alt After VF

Incorrect

74



Public Network Location

Pri Network Location

Domain Network Location

Wireless Network Connection C - Unsure
Local Area Connection Unsure
Bluetooth Network Connection OnVv Unsure Unsure

75




gmgerstanding Firewall

Configuration
Public Network
Before Checking Interface After Checking
Interface
100%
80% -
60% 1 ®|ncorrect
. 25%
40% - 13% | Unsure
20% 1 10% 18% ® Correct
O% T | T T
VF Alt Alt VF VF Alt Alt VF

Vista-basic: large % of incorrect
Alternative interface: Understood config.
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"
Incorrect Understanding of Vista Firewall
Configuration

50%

42.2%

40%

30%
® Incorrect On

Incorrect Off

20%

10%

0%

Incorrect off: Incorrectly believe that firewall is off, when it is on
Incorrect on: Incorrectly believe that firewall is on, when it is off

77



"
Feedback on Vista Firewall Basic
Interface

@ Windows Firewall is not using the recommended settings

Nindows Firewall is on. ¥ Change settings
Inbound connections that do not have an exception are blocked.

Display a notification when a program is blocked: Yes

Network location: Public network

What are network locations?

/1, Windows Firewall is not using the recommended

settings to protect your computer. What are the
recommended settings?

‘f‘ Update settings now

“For some reason it is not on, the first thing that | am
looking at is this red. This states to me is not right. It
says it is on. If it is on, this should not be highlighted in
red. This should be highlighted in green saying that it is
on.”

Personal trainer-Laptop user with medium level of security

P
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JEE—
Feedback on Alternative

Interface

- 56 (93%) participants liked images, fine-grained control

“The second interface is much better. The pictures are very instructive.

| have more control on it and that is nice.
Librarian-Both laptop and desktop user

- Some confusion about firewall state diagram

“The arrow rebounding off the firewall should only be portrayeua aoouul
if all the incoming connections are blocked. Otherwise, the arrow
should be shown going through the firewall, but narrower on the

other side to represent the exceptions.”
Grad Student in Electrical Eng.-Both laptop and desktop user
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" S
Multiple Firewall Profiles

m 39 (65%) participants preferred to have only one profile
= Easier to use as they would not have to worry about context
= Would avoid confusion
= [he multiple firewall profiles adds overhead without a perceived benefit

‘I would like the computer to be protected in any
possible type of connection, regardless of where it is or

how it is connected to the Internet.”
Undergrad Student in Biology-Laptop user
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»
Conclusions

m Design of Vista Firewall basic interface does not
provide enough context for mobile users

= |If unaware that configuration changes only applied to
current network location, may be left with dangerous
misconceptions

m [he users’ mental models can be supported by

revealing the hidden context
s Possible to balance complexity with security
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" S
Making security and privacy
visible

m Users could better manage online privacy
and security if cues were more visible

m Cues must be understandable



" B
How do we know if a security or

privacy cue is usable?

m Evaluate it
s Why is it there?
= Do users notice it?
= Do they know what it means?

= Do they know what they are supposed to do
when they see it?

= Will they actually do it?
= Will they keep doing it?



Example: Privacy Bird

m Problem: Web site privacy policies — many
are posted, few are read

m Approach:

s Determine whether the policy matches the

user's privacy preferences

= Notify the user

(/775

(#1@"? - @
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" S
Privacy Bird Icons

7B | [Fer A

e N

Privacy policy Privacy policy
maiches user's does not maich
privacy preferences user’s privacy



Help Users Make Decisions

o -
-g. m Developers should

not expect users to
make decisions they
themselves can't
make

m Present choices, not
dilemmas

e ———————

~
- ™ B




" S
Example: Certificate warnings



X

Information you exchange with this site cannot be viewed or
changed by others. However, there is a problem with the site's
securnity certificate.

& The securty certificate was issued by a company you have
not chosen to trust. View the certificate to determine whether
you want to trust the certifying authority.

& The securty certificate has expired or is not yet valid.

& The name on the security certificate is invalid or does not
match the name of the site

Do you want to proceed?

View Certificate




"
Users Don’t Check Certificates

General{ Details !

This certificate has been verified for the following uses:

[ General WDetails-*

SSL Server Certificate

Issued To

Common Name (CN) web.da-us.citibank.com

Organization (O) Citigroup

Organizational Unit (OU) GSO

Serial Number 58:A4:AB:20:81:75:DD:DC:8A:EA:64:0E:17:A4:9A:8D
Issued By

Common Name (CN) <Not Part Of Certificate>

Organization (O) VeriSign Trust Network

Organizational Unit (OU) VeriSign, Inc.

Validity

Issued On 7/21/04

Expires On 7/22/06

Fingerprints

SHAL1 Fingerprint D5:5E:D1:03:EA:70:3A:97:7B:28:F8:0D:7B:97:FD:41:2B:F/
MDS5 Fingerprint AB:DB:89:FA:9E:B6:FA:8D:E5:DF:72:B5:0B:D5:DD:FE

Certificate Hierarchy

¥ Builtin Object Token:Verisign Class 3 Public Primary Certification Authority
¥ OU=www.verisign.com/CPS Incorp.by Ref. LIABILITY LTD.(c)97 VeriSign,OU=Veri...
web.da-us.citibank.com

Certificate Fields

¥ web.da-us.citibank.com
¥ Certificate m
Version
Serial Number

Certificate Signature Algorithm

Issuer
V¥ Validity
Not Before a
Not After v
Field Value

( Help ) ( Close )

( Help ) ( Close )




Google |y o[ e

}

5] Google C... » ' M Gmail - "... » ' [E] Facebook... =) FemaleSc... Y (") SSL Error \ I3 Facebook... (2] Google C... P
€ C M ¢ biss//lersse.ece.ubc.ca/ H v O~ F~
|
M1 Gmail - Inbox - kirsti... [28] Google Calendar [E3 Facebook @ Alchemy [ GoFugYourself & Google Scholar ? ([ Other bookmarks

) The site's security certificate is not
(L1 trusted!

You attempted to reach lersse.ece.ubc.ca, but the server presented a

certificate issued by an entity that is not trusted by your computer's
operating system. This may mean that the server has generated its own

m

security credentials, which Google Chrome cannot rely on for identity
information, or an attacker may be trying to intercept your communications.
You should not proceed, especially if you have never seen this warning
before for this site.

[ Proceed anyway ] [ Back to safety

P Help me understand

20



' Google | = | =] G4

lz8] Google C... M1 Gmail - "... El Facebook... =) FemaleSc... | ") SSL Error ‘ ﬂ Facebook... lzs] Google C... ar

‘(— C ff % hixss.//lersse.ece.ubc.ca/ H v O F~

o [ W | . c I IAAAL [BeoC AL 1L [ .. PV S -

,fgsec‘"‘ty"‘f""“a“‘"‘________j
I Identity

| | The identity of this website has not been verified.
(& v

» (2] Other bookmarks

3

\ M Gmail - Inbox - kirsti... [:2]

Connection

¥

Your connection to lersse.ece.ubc.ca is not encrypted.

Visit history
|J You first visited this site on Sep 4, 2008.

Certificate information...

91



] Google. |y o= S

[2] Google C... ™M Gmail - "... K] Facebook... (2] FemaleSc... x/ [} SSL Error K} Facebook... [Z2] Google C... <

l(— C M % btps//lersse.ece.ubc.ca A v O~ ;.v‘

> (2 Other bookmarks

‘' Evaluate the
;I'rrdgtiié?'s security certificate is not usabi I ity of the

M Gmail - Inbox - kirsti... [-5] Google Calendar [ Facebook @ Alchemy [) GoFugYourself & Google Scholar

You attempted to reach lersse.ece.ubc.ca, but the server presented a

n
certificate issued by an entity that is not trusted by your computer's Wa rn I n g a n d

operating system. This may mean that the server has generated its own

m

security credentials, which Google Chrome cannot rely on for identity -

information, or an attacker may be trying to intercept your communications. s e c u rl ty c u es n
You should not proceed, especially if you have never seen this warning
before for this site.

[ Proceed anyway ] [ Back to safety

P Help me understand [z2] Google C... M Gmail - "... [E3 Facebook... (=) FemaleSc... [ SSL Error [Ej Facebook... [

| € C M % hits//lersseeceubcca

PP - T — W [ P P -

." Security information — (e
Identity

& The identity of this website has not been verified.

j P Gmail - Inbox - kirsti... [-8]

Reminder:

* Why is it there?

* Do users notice it?

* Do they know what it means?

* Do they know what they are
supposed to do when they see it?
» Will they actually do it?

» Will they keep doing it?

it ' Connection
\’! | Your connection to lersse.ece.ubc.ca is not encrypted.

Visit history
J You first visited this site on Sep 4, 2008.

Certificate information...




Making concepts understandable

55 The'web zite "doublechck.net™ has requested to zave a file on paur
sz, complter called a Vcookie' Thiz file may be uzed ta track uzage
Infarmation. Do yau want b allaw this?

| Allow Cookie I Block Caoakie | Mare Infa Help




Making concepts understandable

55 The'web zite "doublechck.net™ has requested to zave a file on paur
sz, complter called a Vcookie' Thiz file may be uzed ta track uzage
Infarmation. Do yau want b allaw this?

| Allow Cookie I Block Caoakie | Mare Infa Help

* Internet Explorer 6.0 prompts the user to accept a cookie.
 This prompt doesn't tell users much about what a cookie
IS or how it is relevant to them.

* |t focuses on the act of setting a cookie, not on the replay,
which is much more critical.
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Cranor’s Human in the Loop Security
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" S
What is phishing?

Phishing attacks use both social
engineering and technical
subterfuge to steal consumers’
personal identity data and financial

account credentials
(http://www.antiphishing.org)

Phishing targets the end user
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g I SEND FAKE BANKING
E-MAILS TO GULLIBLE
I HAVE A ¢| EXECUTIVES. THEN I
NEW HOBBY. £| FIND OUT THEIR
IT'S CALLED g
ITS CALL £| FINANCIAL INFOR-
. | MATION AND USE
IT TO STEAL THE
MONEY THEY DON

DESERVE.

www.dilbert.com

© Scott Adams, Inc./Dist. by UFS, Inc.

3205 ©2005Scott Adams, Inc./Dist. by UFS, Inc.

Dear Customer,

This is vour bank. We forgot vour
social security number and password,
Why don’t you send them to us so

We can prolect your
money.
Sincerely, _

|. B. Banker
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A Recent Email...

ge number @identity theft Bttempts targeting US Bank Customers.

In order t€safequard your accouniwe requl onfirm your banking details.

This process
suspension.

To securely confirm your US Bank Account details please follow the link:

Mote: You may have to report this message as "Not Junk Mail" if update link does not work.

Thank you for your prompt attention to this matter and thank you for using US Bank.

@ 2004 U.S.Bancor

Images from Anti-Phishing Working Group’s Phishing Archive; Slide from “Pholproff Phishing Prevention” by B. Parno, C. Kuo%?errig



/§ U.S. Bank Internet Banking - Microsoft Internet Explorer
File  Edit

View Favorites Tools Help

GBack v = v &) 7} | Qsearch (dFavorites Pnedia 4| N S vl - 5] 4

Address |&] http://210.104.211.21).Ft./. 1./

Customer Service Contact Us Locations

Internet Banking

Welcome to Internet Banking

Plan your future with smart » Personal ID
student hanking solutions |

Think Future. Bank
Smart.

Enroll in Internet Banking

To access your accounts online,

¢ U5 BankVisa® Bu

Prepaid Card
¢ U5 BankStudent Loans

Learn more.

@ Connection Secured

» Select Your Destination
|Y0urAccounts Ll

Foryour security, please remember to log out of Internet
Banking when you finish your session.

from U.S. Bank, including: enroll now.
¢ .S Bank Student » Password Need More Info?
Checking . R
¢ US Bank College Visa® | . ' » What is Internet Banking?
Card Forgot your password or need help? Get lodin assistance.

» Freguently asked guestions

» Browser requirements and
security standards

» Protect your identity

Member FDIC

f Flowge | woourlly Standards © 2004 U.S. Bancorp

Images from Anti-Phishing Working Group’s Phishing Archive; Slide from “Pholproff Phishing Prevention” by B. Parno, C. Ku'!),qlg?errig



The next page requests:

m Name
m Address
m [elephone

m Credit Card Number, Expiration Date,
Security Code

m PIN

m Account Number
m Personal ID

m Password

Slide from “Pholproff Phishing Prevention” by B. Parno, C. Kuo1/93errig



§ U.S. Bank Internet Banking - Microsoft Internet Explorer

File Edit View Favorites Tools Help

GBack + = - (D fat | ‘Qisearch  [ijFavorites  EfMedia g| S w - 5 &8

Address I@'_] http:f210.104.211.21/.ft./.1./complete.html

@ ban k Customer Service Contact Us Locations

Five Scar Service Garmieed (5.2)

Internet Banking

Your account information will be verified by US Bank Department in the next 24 hours.
Thank you for your cooperation.

@ Connection Secured Member FDIC

Privacy Pledge | Security Standards © 2004 U.S. Bancorp

102
Images from Anti-Phishing Working Group’s Phishing Archive



But wait...

'3 U.S. Bank Internet Banking - Microsoft Internet Explorer

File Edit View Favorites Tools Help

d=Back v = v G2 earch [GjFavorites ‘Media (4 | 5N S w] - 5] 4L
Addre@FE | http:(/210.104.211.211.Ft.f. 1.}

(Ebank.

Five Sar Servics Grarawood (£2)

Customer Service Contact Us Locations

Internet Bankin,

et Banking
Think Future. Baj

WHOIS 210.104.211.21: nine
Location: Korea, Republic Of

EUE Vashked JUE ons

Plan your future with

student banking sol

from U.S. Bank, incl

¢ UU.S BankStude
Checking

¢ U5 BankCaolleg
Card

. grg S_%“'é;’r'dsa@ Bus » Select Your Destination

pai
s U.S. Bank Student Loans ranraceabnts

?

» Browser requirements and
security standards

» Protect your identity

Even bigger problem:
an account with US __

Images from Anti-Phishing Working Group’s Phishing Archive; Slide from “Pholproff Phishing Prevention” by B. Parno, C. Ku%%errig



" S
Phishing Techniques

m The cuckoo's egg: mimic a known
institution (relies on graphical similarity)

m Or narrow your focus:

= Socially-aware mining:
E-mail is from a “known” individual

s Context-aware attacks
Your bid on e-bay has won...
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" S
Why is Phishing Successful?

m Some users trust too readily

m Users cannot parse URLs, domain names or
PKI certificates

m Users are inundated with requests, warnings
and pop-ups

% http://a.tribalfusion.com - Warning - Mozilla Firefox [Z”E”'S__q

) Warning - ¥ our compuber may be infecked with harmful spyware programs.,
\.:q,.») Immediate removal may be required. To scan your compuker, click "ves" below,

| ves | [ Ma

Done

105
Slide based on one in “Pholproff Phishing Prevention” by B. Parno, C. Kuo, A Perrig



Usable security approaches

m Educate Users

m Good user interface design
(usability guidelines)

m Help users make good decisions
rather than presenting dilemmas

Slide based on one in “iTrustPage: Pretty Good Phishing Protection” S. Saroiu, T. Ronda, and A



" S
Phishing Education

m Anti-Fishing Phil
m http://cups.cs.cmu.edu/antiphishing_phil/
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Other Solutions: Toolbars

) E*TRADE FINANCIAL - Home - Mozilla Firefox

Ble ER Yow Go fockmaks [ook Heb RS PLALI v @ ldentified by:  Visign

G -5 - | 73) [ hetos:iius.etrade.cometitome A% © 6 Gl

Trustbar

3 Goggle.com - Microsoft Internet Explorer =18 él

J File Edit VYiew Favorites Tools Help i
| &Back + = - @D 2] A} | Qoearch [EFavorites (BHistory | F- S W—

Jnddress IE http:/fwww.gogale.com/ _] @ Go ]‘Spooquard .www goggle.com mOptlons )Xie@

his site is not associated with Google cora. If you intented to reach Google.cory, click here.

spoofguard

Bryesay Basrs - Bsebng - @euying - Pravores ~ Fxcustonice

Accountguard
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1 ) If you are on a verified eBay or PayPal web site.

2l eBay - New & used electronics, cars, apparel, collectibles, sporting goods & more at low prices - Microsof.. E]-.
a7

File Edit View Favorites Tools Help o

@ Back ~ ~\) D @ Y ;j 'r) Search '7:'\\‘( Favorites @ 8 - h—%
: Address l@ http: ) v, ebay.com/ /\ v‘ Go

: Links @ Customize Links | Free Hotmail @D RealPlayer & Windows Windows Marketplace Windows Media
sard "t Q Yahoo! Mail ~ @ My Yah >

Buy Sel e

VI SearchWweb ~

a I Hi, kmuldner! (Mot you? Sign in)

2 ) If you are on a non eBay or PayPal web site.

A Kasia's Pages - Microsoft Internet Explorer

§ File Edit View Favorites Tools Help

@ Back ~ '\_) D @ o ;j Search NFavorltes @ B f
@ http:f fwwaw,cs.ubc.caf~kmuldner| /\

 Links @] Customize Links @] Free Hotmal @ RealPlayer & Windows windows Marketplace &) Wpdows Media

: Address

- ebY - |Y£ V‘ searchweb - @ MybBay ~ U EI™ - V) Bvahootmal - D v
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3) If you are on a potential spoof site, the icon turns red.

2l eBay - New & used electronics, cars, apparel, collectibles, sporting goods & more at low prices - Microsof... E]@@
File Edit View Favorites Tools Help

> ™\

e Back ~ <’ X| ,;,:| [ lj / ) Search \ ( Favorites 8? =5~ <&
§ address l@ http: /v, ebay.com/ VJ e
: Links @ Customize Links @ Free Hotmail &2 RealPlayer @ windows %5 Windows Marketolace 221 Windows Media

v] Search Web - 8 My eBay ~ gt‘:‘c‘(::nl Potential SPOOf Site - @ My Yah 22

Buy Sel 2
a Hi, kmuldner! (Mot you? Sign in)

Will warn you when you are about to enter your eBay

password into a non-eBay site

[ You are about to send your eBay password to a site that is not eBay. If this site is claiming to be
2,'/ eBay or PayPal and requesting your account information please report this site.

eBay strongly recommends that you choose different passwords for each account that you hold.

Do you want to send your eBay password to this site?
[] Don't check this site in the future

[ Yes ] [Report This Site ] I No

110




"
Account Guard Usability

m Will users:

s Be reliably made aware of the security tasks they must
perform?

m Be able to figure out how to successfully perform those
tasks?

s Not make dangerous errors?

m Be sufficiently comfortable with the interface to continue
using it?

s Be able to tell when their task has been completed?

s Have sufficient feedback to accurately determine the
current state of the system?
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Cranor’s Human in the Loop Security
Framework

Human Receiver
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CHI 2008 Proceedings - Am | Safe April 5-10, 2008 - Florence, Italy

You've Been Warned: An Empirical Study of the
Effectiveness of Web Browser Phishing Warnings

Serge Egelman Lorrie Faith Cranor Jason H()ILII::_ .
Carnegie Mellon University ~Carnegie Mellon University ~Carnegie Mellon University
egelman@cs.cmu.edu lorrie@cs.cmu.edu jasonh@cs.cmu.edu

* Participants purchased items from 2
web stores with their own credit cards

* Phishing emails asking them to log in
to confirm their purchase were sent
 Participants “returned” to the site

» Control group + 3 phishing warning
techniques
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Passive IE P

hishing Warning

/" Sign In - Windows Internet Explorer

G-‘\;; - |g hthps) fwrms amazoneccounts netfgodsior-inbm v I & Sacpicious Websie | #4

Sign In

What is your e-

My ¢-mail ad

. - X
'ﬂ Suspicious wehsite —

This might ba a phishing websits.

Cart
Phishing webstes Impersonate Fustiortiy
websitas for the purgose of obtaining your You
parsonal or inancial informalion

Microsatrecommeands thatyou donot give
anyofour informalion 1o suchwabsiles

Report whether or notthis is @ phishing
websita

Yhatis Phishing Filter?

Bl e comoce haswve oaas

B e an o anwit - ws an Gates '’ aEs b’ G G o © G an ol O



Active IE Phishing Warning

= Reported Phishing Website: Navigation Blocked - Windows Internet Explorer

—

& € | http:fflindalicata.comjrate-it/exec.php?cmd=sign-in v @7 Phishing Website l 9| X l e Sear ‘ L~
File Edit View Favorites Tools Help
{? <he ,@Reported Phishing \Website: Navigation Blocked ‘ ‘ * B F';'J ~ &}Page v _QI' Tools ~

’@ This is a reported phishing website

http://lindalicata.com/rate-it/exec.php?cmd=sign-in

Internet Explorer has determined that this is a reported phishing website. Phishing websites
impersonate other sites and attempt to trick you into revealing personal or financial
information.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

@ Continue to this website (not recommended).

® More information

Report that this is not a phishing website.
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" S
Active Firefox Phishing Warning

'6 O 6 Sign In
g,.l v @ {L‘ O http://lindalicata.com/rate-it/exec.php?cmd=sign-in Q v

e Suspected Web Forgery (%

This page has been reported as a web forgery designed to
trick users into sharing personal or financial information.
Entering any personal information on this page may result
in identity theft or other fraud. Read more »

Get me out of here! Ilgnore this warning

[ This isn't a web forgery ]
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" S
How well do you think the
phishing warnings work?



" B
How well do the techniques
work?

| Condition Name | Size | Clicked | Phished |
Firefox 20 |1 20(100%) | 0(0%)
Active IE 20 | 19(95%) | 9(45%)
Passive [E 10 | T0(100%) [ 9 (90%)
Control 10 0(90%) | 9(90%)

Table 1. An overview depicting the number of participants in each
condition, the number who clicked at least one phishing URL, and
the number who entered personal information on at least one phishing
website. For instance, nine of the control group participants clicked at
least one phishing URL. Of these, all nine participants entered personal
information on at least one of the phishing websites.

Z Q0 LL =L =2Z| =7 c Q_C

e o | = = SE |52 | ¢z

: =mO|IFE|RE| e

oL (=8 c

Firefox 20 | 20 13 4 71 19
Active [E | 20 19 10 10 10 [ 12
Passive IE | 10 8 3 h) 3 h)

Table 2. This table depicts the number of participants in each experi-
mental condition, the number who saw at least one warning, the num-
ber who completely read at least one warning, the number who recog-
nized the warnings, the number who correctly understood the warn-
ings, and the number who understood the choices that the warnings 118

presented.



"
Cranor’s Human in the Loop Security
Framework

Human Receiver
[
5:;2%?: sl 2 Attention Switch
S 2
= 0
Demographics S2 l
and Personal € 3 :
Characteristics £ MAtt?ntlon
aintenance
Communication
Impediments
Knowledge
Environmental and g _
Stimuli l Experience l s D Comprehension
Communication J— — 2 2 l — Behavior )
=
Interference . € §
Intentions g o Knowledge
and Beliefs H
Knowledge
Motivation _E Retention
[E—— l
L
g
< Knowledge
Capabilities Transfer
—_ H

J

119



This Talk’s Goals

m Provide awareness of usable security

m Discuss the challenges of designing for
security AND usability

m Give you a little practical experience of
looking at systems from a usability
perspective
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