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Objectives

What does “Internet of Things” mean?
What are the communication methods in 1oT? Low Power AND long range?!
What is LoRa protocol? What is LoORaWAN?

How to setup a simple LoRa kit? How to connect it to the application server?
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Internet of Things

Kevin Ashton coined the term “the Internet of Things” in 1999

20t century: computers were brains without senses

Nowadays: GPS, Self-driving cars, etc. @20 ,.;, A G
Connecting all of the “things” to the internet W @ C}-ﬁ& E éu ]
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Internet of Things

Connecting all of the sensors to the internet

Kevin Ashton:

“'tell me what it means for my toaster’. But there’s so much more to the world than freaking kitchen
appliances, you know? And I’'m sure there’s something interesting you might to do with a kitchen
appliance, but | can’t really think of it. And | don’t see why | have to.”

https://www.smartcompany.com.au/technology/kevin-ashton-on-why-the-internet-of-things-is-much-more-
than-talking-toasters-and-coding-is-yestereday-s-skill/
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Internet of Things

o |
2 Layer 7 — Transformational decision
> People & Process making based on “Thing” Apps & Data
é Applications ‘I;:{aer 6 — Custom Apps built using “Thing
!"- . ———— ——— — -
| . Layer 5 — Reporting, Mining, Machine
% Data Analysis Le;rning poring 9
&
2
o A Layer 4 - Big Data, Harvest & storage of
f Data Ingestion “Thing” data
w5 B
a | Layer 3 — Cloud infrastructure (public,
o | Global Infrastructure private, hybrid, managed)
Layer 2 - Communications, Protocols,
s Connectivity/Edge Computing Networks, M2M, Wifi, Telecom, HW Kits
(<}
w

: Layer 1 - Devices, sensors, controllers,
Things ete.
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Low Power Wide Area Network (LPWAN)

Network

Wide Area

Low Power

Paradox: Low Power # Wide Area

Low Power Wide Area Network (LPWAN)
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Low Power Wide Area Network (LPWAN

_ )
LoRa YO sigfox  NB-loT  Ite UIGENU e GHTLEss IELinkLabs
LoRa / LoRaWAN Sigfox NB-IoT LTE-M RPMA Weightless-P Symphony Link
Origin France France USA (Global) USA (Global) USA UK USA
Proprietary or LoRa - proprietary Net — proprietary . N
apen LoRAWAN - open  Devices— open . OPEN Open Proprietary Open Proprietary
Cellular No No Yes Yes No No
P Unli Unli tieense icense nficenst icensed Unlicensed
o urban: 2-5 urban: 3%% rtram2=s B TS urban: 2 urban: 2-5
b rural: 15 rural: 30-50 rural: 10-15 rural: 25-50 rural: 15
Speed, uplink / 50 kbps / 300 bps / 250 kbps / 1 Mbps / 634 kbps / 100 kbps / 100 kbps /
downlink 50 kbps - 250 kbps 1 Mbps 156 kbps 100 kbps 100 kbps
P
S oo o o oo (] o (]
consumption
Security [ J [ J [ . ] 000 000 [ 1] [
Availability of
devices [ J [ [ ] [ ] [ J ° [ J
Price* [ J [ ] [ ) [ L J [ ] [ [ ]
Precision farming, Predictive Electric metering,  tracking objects, Digital oilfield, Smart grid, Industrial control
IArens'of manufacturing maintenance, manufacturing wearables, energy  connected cities,  healthcare, systems, lighting
application automation, capacity planning, automation, retail management, usage-based automotive, smart  control, alarm
PP pipeline demand PoS utility metering, insurance, cities, asset systems
monitoring forecasting city infrastructure  agriculture tracking
Supportin IBM, Semtech, STMicroelectonic; Huawei, Ericsson,  Verizon, AT&T, Ingenu Accenture~$q Link Labs
PP B 9 Cisco, HP, Orange, Texas Ingtfuments, Qualcomm, Nokia Europe, uniik,
companies

Kerlink, Actility Atmel, Silicon Labs Vodafone ARM, Telensa
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LoRa (Long Range

Developed by Cycleo of Grenoble, France, and acquired by Semtech in 2012
Uses unlicensed spectrum below 1GHz (915 MHz for North America)

Very-long-range transmissions (more than 10 km in rural areas) with low power
consumption (3 ~ 5 years with battery)

Two parts:
> LoRa, the physical layer
o LoRaWAN, the upper layers ']
’ Z

SEMTECH
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LoRa Alliance

Coverage & Operator Map L§Raw /AN

Click on the coverage map to find details of Network Operators by individual country. The extent of LoRaWAN network coverage globally is significant and expanding on a
monthly basis. The dark yellow represents LoRa Alliance Member Operators, many of which have extensive network deployments. Light yellow defines smaller scale LoRaWAN
activity or networks by Operators who are not yet members. Please contact the LoRa Alliance Operator members for specific information about their networks.

83

Network Operators

57 -

Alliance Member
Operators

49 N

Countries operating in

95

Countries with
LoRaWAN Deployments

Alliance Member Public Networks

Other LoRaWAN Deployment
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LoRa Physical Layer

Europe  North America China  Korea Japan India

Frequency band  867-869MHz 902-928MHz 70- 920- 920- 865-

510MHz 925MHz 925MHz  867MHz

Channels 10 64+8+8
Channel BW Up  125/250kHz 125/500kHz
Channel BW Dn 125kHz 500kHz 3
TX Power Up +14dBm +20dBm typ
(+30dBm allowed) r T
TX Power Dn +14dBm +27dBm k ‘
¥ F L F
SF Up 7-12 7-10 5 & 5 5
@ 250bps- 50kbps @ 3
ink Budget Up 15548 @ e ¥ i =

Link Budget Dn 155d8 157dB
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LoRa Physical Layer

Modulation / Spreading

e Tee P

| |
Input Data ———— e — — —p |

» f
Ry
Tenip P <
11

Code I I Y
Sequence

:4—
T?(Baseband L1l B N I I NP
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Ry
A

-Rc RC
A

'Rc RC
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LoRaWAN (LoRa Wide Area Network)

Concentrator Network Application
/Gateway Server Server

asset
tracking

gas monitor

@

3G/4G
/Ethernet

water
meter

vending
machine

LoRa® RF TCP/IP SSL TCP/IP SSL
LoRaWAN™ LoRaWAN™ Secure Payload

AES Secured Payload
Application Data
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LoRaWAN Security: AES128 like
Immobilizer

//‘/- \,
‘ ELEC391 /= -8
ece L Electrical Engineering | | A )
E ee c Design Studio Il \\ /(l“l{\ ]
V4

Commercial Approach

{\ Swisscom WHYLPN  OURCOVERAGE ~ OUROFFERING ~ NEWS & EVENTS  FAQS EN -

We live in a networked world: machines, vehicles, lifts, oil tanks and

o
Welcome to Tyt e e R

greater efficiency and security. Soon everyday items, such as bicycles,

. N
SWltZe r | an d son |y mailboxes, water or newspaper dispensers, rubbish bins, shoes and

. . much more will be «connected» as a matter of course. M2M/loT
nationwi d e networ k Bl e IR S
applications —thanks to the Low Power Network (LPN).
for the Internet of

Things”

MAKE LPN WORK FOR YOU
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Commercial Approach

Dutch telco KPN deploys
countryW|de LoRa network

Doug Drinkwater - July 1. 2
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Community Approach:
TheThingsNetwork

o

THE THINGS

NETWORK

BUILDING A GLOBAL INTERNET OF
THINGS NETWORK TOGETHER.

BUILDING A FULLY DISTRIBUTED INTERNET OF THINGS DATA
INFRASTRUCTURE.
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Community Approach:
TheThingsNetwork

N
- COMMUNITIES LABS LEARN SUPPORT FORUM MARKETPLACE
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Microchip Evaluation Kit:

An 8-channel Gateway and

Two Motes
A Local LoRaWAN Network/Application Server
A GUI for configuration and testing (Windows, Linux and Mac OS) MICROCHIP

LoRa(R) Technology Evaluation Kit - 800 «

Part Number: dv164140-1
Summary:
The LoRa® Network Evaluation Kit makes it easy for customers to test LoRa technology, range and data rate. The full-featured gateway board
includes an LCD screen, SD Card for Config Data, Ethernet connection, 868 MHz antenna, and full-band capture radios. The Gateway evaluation kit
also includes two RN2483 Mote boards (Part #

View More
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Microchip Evaluation Kit:

An 8-channel Gateway

8 Parallel Channels = 8 Devices

However, at 50% duty cycle = 16 Devices

And at 1% duty cycle = 800 Devices

E\\ec:r\caland ELEC 391 ( s ]
98
Microchip Evaluation Kit:
Gateway
LERer Moo
;1 17.(2) SX1257 — 862 — 960 MHz RF to Digital FE Transceiver
SEMTECH 21.SX1301 — Base Band Processor and Data Concentrator
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Microchip Evaluation Kit:
Gateway

(NRRRRRRRRN

”—:\ [ ]
° LoRa MicrocHip

Gatoway RADIO

—
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Microchip Evaluation Kit:
MOTE

Top Bottom
@ RN2483 - Microchip LoRa® Module, On-Board LoRaWAN™ Protocol Stack

MicrocHIP o
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Microchip Evaluation Kit:
Communication Range Evaluation
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LORA Applications: Smart Lighting
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Baltic Sea marina uses LoRaWAN to
benefit from smart street lighting

By Sooraj Shah - January 12, 2018
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LORA Applications: Smart Cities

Leveraging LoRaWAN for a smart city initiative in Africa
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LORA Applications: Smart Parking

Parking spots of the future being tested in
Stratford, Ont.

City embeds 78 sensors under parking spaces near city hall

CBC News - Posted: Feb 21, 2018 1:55 PM ET | Last Updated: February 21
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Setting Up the Microchip LoRa
Evaluation Kit:
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How to Setup the Microchip LoRa Kit:

nnnnn

SETTING UP YOUR OWN GATEWAY AND
ENDPOINT WITH MICROCHIP'S LORA
TECHNOLOGY EVALUATION KIT

by Heath Marvin

ABOUT THIS STORY

Posted on July 19,2016
& #Gateway

all Intermediate

Q 10people like this
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Setting Up the Gateway:
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Setting Up the Gateway:

o8 Deveopment ity

R

findDevics | - [

LoRa Development Utility GUI for Mac OS., Windows, and Linux | | pem [ o

1546005615
14600765
14600768 >
14601264

~ Cors Bosdsetp

oty 0: [ oizaasereersazzt
Network Route
oomitmskr, [0000 ] S Tag02762>

smcwers: [0as

S—
ot Time il 04185
[ pops
DLy pap—— cutem e e

Pacets Formaces

Uiy o Clorao 2

s
PUSH DATA ert

system Dste:

£

PUSH DATA ACKe:

v DownsTREAM 14605761 >

Pl senyacK:
FULL Recoived

&

Config Al prameers | | Reload Parameres

Micrchip Lo Gotewsy Version 103

ewiog |
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Setting Up the Gateway

ece LoRa Development Utiity

| Find Dovices | Gateway Console

Clear Log

a:Makessuresstatus is "Online” -
v Core Board Setup Server Connection: _Online ) e aKe St P
Update Interval: i g Setings

(50 kseconos on-agracls SRR
A e R 09:49:40.850 5 ok

00:53:57.384 > sys save

Gaewar |

¥ Configuration ¥ Statistics =

Sotunique 1D |seet

I Aocaionvioce: O swte @ owr % %hinn. o
votinge: [&] (socons 20 s rssease
coosoararp Roior
S0 e
Network Router IP: start J 54:32.564 >
e —
otk e S
3357587 s st ocedv
T e

09:56:39,066 > sys save

‘Network Time Protocol (NTP): 09:55:49.069 > sys save

(®) U.s. Default (utcnist2.colorado.edu) Custom P 005650070 > 18 save
9:56:00.070 > sys save
University of Colorado #2: (556092165 o
OO:5E:55413 > ys aet guid 234560643854221
18>

09:56:55.7
(57:16.647 » ovs s gwid 1234567687664321
167185 ok

PUSHDATA ACKeG: O

Set Dato/Tims —*
Systom Time: oateri.

v Server Setup PULL SenyACK: 23 69

ikt

Server Port:  Up: o

09.

- DOWNSTREAM -

Kavo e (soonen
09:47:37.069 > Stopping Polling Updates.
¥ General Actions Microchip LoRa Gateway Ver 0.3 10:00:08.762 > sYS set stat 30
Sonfla Al\Rarsg) feioed Bajetas ¥ Advanced 10:00:36.790 > 20!7 -06- U1T’IO DD 032

10:11:31.046 > 5
Save sefting} ._* ‘Save Settings to SD Card Raw Terminal 071513495 o

General Console

Microchp LoRa Gateway Verson 103 crested 7
lopment Utiity v 1.0.1 Fr Jun 02 09:47:23 EOT 2017
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Registering the Gateway with TTN

THETHINGS CONSOLE Aoplations Gateways [ hmanvin

Gateways © Register

REGISTER GATEWAY

Gateway EUI
‘The EUI o the gateway as read from the LoRa module:

12 34 56 65 43 65 43 21

 I'm using the legacy packet forwarder

Description
Ahuman-readable description of the gateway

Westborough Microcip Gateway

requency Plan
The frequency lan this gateway willuse:

United States 91511z

Router
The router to Toreduce latency,pick router « the outertelt.
tn-router-us west
Location
Thiswil . 2
. &) SN 1 o.00000000
Norhboroh ® s ®. ™ o.00000000
=8 s Wetdsey L] LRI
memqham ® o @
2 Westoroun
Worcester K @
s o { .
o @\ 2 G @ oerom
® opkirion - @
[c LN |
Caten - (@)
@ ) G
E o Yy & @, oo
o) Vedtos
=) ® = ®
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Connect Microchip's LoRa Technology
MOTE to the Gateway:

1. Set up an application in the TTN Dashboard.

2. Connect and configure Microchip's LoRa Technology MOTE.

—
ELEC301 [l
ctri eering ( \‘ )

z ik
9’
Set U Application in the TTN
Dashboard:
L]
@ metnes CONSOLE L Aoplations Gotewas £ hmarvin
,,,,,,,,,,,,,,,,,,,,,
AAAAAAAAAAAAAA
#w llllllll
mmmmmmmmmmmmm
Z- mmmmmm
[sunes ]
Application EUI
i B
—
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Set Up an Application in the TTN

ashboard:

Al 1T

© junet7testofttnlab.

Poslations Goways © hmandn

Applications

Overview  Devices  PayloadFormats  Integrations  Data  Settings
APPLICATION OVERVIEW
documentation
Application D jure7testoftinlat
Description June1Testof TTNLab.
Created 1minuteago
Handler ttr-handler-eu (curent handler)
APPLICATION EUIS © mansgecuis

o = TeB3DsTEFRSTID B

—>

DEVICES registerdevice O manage devices
PR—
COLLABORATORS © manage collaborators.

collsborstors | delste | devies | settings

§ hmarin

© mensgeiers

ACCESS KEYS

et Up an Application in the TTN
ashboard:
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) THETHINGS CONSOLE

Applications » : june17testofttnlab - Devices

Overview Integrations  Data

Settings

Devices  Payload Formats

REGISTER DEVICE

Device ID
“This s the unique identifier for the device i this app. The device ID will be immutable.

loramotet é—

Device EUI
The device EL for Ul lter.

’ *_ thisfeld il be generated
App Key

’ this ieldwillbe generated
App EUI

70 83 D5 7 70 00 57 30

Cancel

Applications Gateways © hmarvin  +
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Set Up an Application in the TTN
Dashboard:

Al e SoNSole hoplcsions Cateways ) hmarin

Appiications junet7testoftniab  Devices © ) loramotet

Owrvien  Data  Settings

DEVICE OVERVIEW

Application 1D 1117ttt

Dovice ID loramote1
Activation Method  OTAL

owinEi o - memmmenn o €@ Hint: You will need these in the next step.

rsens (s [e [rmrnmmrs o) 4

Frames down 0

DOWNLINK
Scheduling FPort
replace frst st 1 Confirmed
Payload
ovtes fek

ece
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Connect and Configure Microchip's LoRa

Technology MOTE:
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Connect and Configure Microchip's LoRa
Technology MOTE:

[ JOX ) | LoRa Development Utility

) THE THIN CONSOLE -~ :
‘ T TS i oo Applications  Gateways ﬁ hmarvin

Applications > < junel7testofttnlab - Devices > £7=) loramotel

Find Devices
LoRa WAN | MAC Channels | FCC | Radio DFUJ

Gateway 0 :x: ¥ Server/Database Requirements
RN Module 1 {X]
DEVICE OVERVIEW W Server Authentication Keys
. .
Application ID  junel7testofttnlab (@ oTan () ABP
Devi | I Use Entered (DevEui): | v J l 0x4A30B001A2D4D |

/ / Application Key (AppKey): | 0x843EC2E13FCD5C84CCA1565A120EB3E |
— -

Activation Method ~ OTAA foe -
/ o Application Extended-Unique-ID (AppEui): | 0x70B3D57EF000573!
iceEUl <> = 0090A39980451AA3 @8 Network Session Key (NwkSKey): I 0x0 I
/ fetT
Application EUl <> = 7@ B3 D5 7E F@ @0 57 3D ® / Application Session Key (AppSKey): | 0x0 |
AppKey o @

Device Address (DevAddr): | 0x0

3
2,
5
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Connect and Configure Microchip's LoRa
Technology MOTE:

Click on Join to send the Join Request to the Gateway
After nearly one second, Join Accept is received from the Gateway

Now We can send Uplink messages to the Server
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